
1

ASSESSMENT
OF NATIONAL CYBER CAPABILITIES: 
WHAT IS THE LEVEL OF CYBERSECURITY MATURITY OF UKRAINE
ACCORDING TO THE ENISA METHODOLOGY?



The study “Assessment of National Cyber Capabilities: What is the Level of Cybersecurity Maturityent of National Cyber Capabilities: What is the Level oonal Cyber Capabilities: What is thr Capabilities:

of Ukraine According to the ENISA Methodology?” was made possible through support provided to the ENISA Methodology?” was made possible tNISA Methodology?” was made posshodology?” was m

by the U.S. Agency for International Development within the USAID Cybersecurity for Critical national Development within the USAational Development within the USDevelopment withi

Infrastructure in Ukraine Activity. The author’s views expressed in this publication do not necessarilyne Activity. The author’s views expressed in this publicaty. The author’s views expressed in thisuthor’s views express

for International Development or the United States United States Agency for International DevelopmStates Agency for International Devgency for Internatio

Governmen.



1

CONTENT

INTRODUCTIONONONNTR CTODUCT   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . ... . 22

METHODOLOGY AND DESIGN OF THE RESEARCHESINNDODO N OTTH . . . . . . . . . . . . . . . . . .. . . . . 333

GENERAL CONCLUSIONS OF THE RESEARCHHONCOCO OF . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 5

ORGANIZATIONAL CONCLUSIONSORGAANIZATIONNAL C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . 100

APPENDIXES  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . 12

Goal 1 – to develop National Cybersecurity Incidenturity Incidd

Response Plans  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 12

Goal 2 – to establish basic security measuressures . . . . . . . . . . . . . . . . .. . 155

Goal 3 – to ensure protection of digital

identifi cation and build trust to digital state serviceste servicece   . . . . . . . . . 18

Goal 4 – to establish incident response capabilitiesapabilities . . . . . . . . . . ... 21

Goal 5 – to raise users’ awareness  . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . 24

Goal 6 – to organise cybersecurity trainingsy . . . . . . . . . . . . . . . . . .. . 272727

Goal 7 – to improve training and educational programsea   . . . . . .. . 30

Goal 8 – to facilitate research and development workG a . . . . . . . . . . . . 34

Goal 9 – to encourage private sector to investGoal iGo

in security measuresecurity measurecu . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

Goal 10 – to enhance supply chain cybersecurity– to enhanc– tG   . . . . . . . . . . . . . . . . 39

Goal 11 – protection of critical informational infrastructure (CII),protectioprG

basic service operatiors and digital service providerse operae asic   . . . . . . . . . . . . 43

Goal 12 – to counteract cybercrimecounteracl   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

Goal 13 – to establish incident report mechanismsestablishel   . . . . . . . . . . . . . . 53

Goal 14 – to strengthen data privacy protectiono strengtheo l . . . . . . . . . . . . . . . . . 56

Goal 15 – to establish punlic-private partnership (PPP) to establish tol hiphipnene   . . . . . . . . . .. . 58

Goal 16 – to institutionalize cooperation among6 – to institution6 – momoonon

state agenciesate agate a . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. .. . .. .  6262

Goal 17 – to engage in international cooperationGo ernational coernational co era

(not only with the EU member countries)not only es). . . . . . . . . . . . . . . . . . . . . . . .. . . 6464



2

The cyber aspect continues to be an important element of Russia’st contt cont nues to be an imThe cyber aspecThee cyber asspec

hybrid eff orts to complement its military actions against Ukraine.hybrid eff orts to coh bri  eff orts tto co entent its military t its military lemhybridhybrid mpmp

Thus, Ukraine, with significant assistance from internationalh sh ignsigns, Ukrais, UkraiThuus Ukraiine wit

partners, is actively reforming its cybersecurity system, enhancing its , enhancing itg iive ormormtne s as a

technical and human resources, exchanging information with partners n with partnersurand human reand hhuman retec s, ehniic

and implementing international standards and approaches.es.ernmenting imentting iand impland immpl ion

The fi nal point is especially important considering Ukraine’s clearconsidering UkraUkra clear Th  fi nal p int is ea cci

European integration course and, therefore, the need to converge fore, the needed nverge 

approaches with European partners in terms of principals of state erms of priri of st

policy formation, policy priorities and technical capacity development.ical capacc el

On November 13, 2023, Ukraine and the European Union Agency foruropeann Agency for

Cybersecurity (ENISA) signed a Working Agreement aimed at raisinggreementt at raisin

awareness of parties to strengthen cyber resilience, sharing best esiliencnc ring best 

practices to ensure harmonization of laws and implementation, andd implemem at

exchanging knowledge and information on the cybersecurity threat the cybersecsec

landscape.

ENISA is the key EU agency that provides methodological assistancessistancetanceo

to all countries in development of cybersecurity, facilitates informationmationef 

and best practices exchange, and creates a common space of mon space o 

cybersecurity guidelines for all European countries to make them more make them moreer

resilient to cyberthreats.

Ukraine needs to become a part of the European cybersecurity space,t f th E

as well as to be a part of the European cyber family. This is impossible 

without close cooperation with European institutions and a common

understanding of the cyberthreat landscape and the cyber potential of 

European countries. However, without a quantitative measurement of 

this potential and a clear understanding of the level of implementationa clear under

of cybersecurity practices, it is diffi  cult to understand the trajectory of rity practices, 

movement towards better cyber resilience.movement r b

In 2020, ENISA tried to solve this problem by off ering all countries020 s e

its own methodology for measuring cyber maturity – the Nationalits r 

Capabilities Assessment Framework. The document provides specifi cCapabili rCapab

recommendations and guidelines for countries to assess how wellmendations ame

they have implemented best practices and key policies on the wayimplemenimhe

to cybersecurity development. This study aims to initiate a process of urity deurto 

assessing Ukraine’s national cyber maturity level to aid our country toraine’s rass

become a part of the EU’s common cybersecurity space.t of the Etm

This is the fi rst attempt, which should not only provide relevantfi rst atte

results based on ENISA approaches, but also assists to understandd on ENISdt

limits of this assessment model and suggests possible refi nementshis assessmehiss s ps p refirefigegge

to the use of the methodology and a procedure of conducting theuse of the methse cedced ee uctia pa p tg t

assessment in future.ssment in futuressm

The cyber maturity assessment is not only an important elementT essment is noessment is no y an impy an imponl rtant eleemtata

of assessing the current state of national cybersecurity, but also a setof assessin ybcybal c ersecurityy, but alsoo a set

of valuable data ahead of updating the key strategic document – theof valuable ic documenic d cument – thekekepdating the y st hhteg

Cybersecurity Strategy of Ukraine. This is an opportunity to take aan oppan oppUk i Thi i aort nity to ake a

critical look at current achievements and understand what ideas andd ud u erserstand hat ide s andevements anevements an

tasks need to be included in the updated strategic document.docatratd st nt.tegic doc ment.egic egic ee

This defi nition of the level of cyber maturity is also an opportunityrity is also an opportunityurity is also n opporttunityy is also an oy is also n ososo

to additionally assess an eff ectiveness of a gradual implementation of dual implementadual imp emental i l

the Strategy in a long term.

INTRODUCTION
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This study is based on an adapted version of the ENISA NationalNISA Nationn ads bs b ononThis dydy
Capabilities Assessment Framework methodologyFres Assessmees AsssessmeCap mewabb 1, which containswhich contains
key approaches to conducting a comprehensive assessment of thement oent ondches to chees to key apprkey apppr ctin
EU countries in terms of their cybersecurity maturity. rity mEU c ntries i termsrie thth

This assessment is conducted in two main directions: assessmentmain directionon sment

of maturity of the strategic approach to cybersecurity (in fact, ancybersecucu act

existence of strategic documents and certain national policies/certain nn

practices) and assessment of cybersecurity capability maturity, whichcapabilitt ity, which

aims to determine the country’s real cyber potential  in 17 diff erentpotentiaia diff eren

fi elds (goals). These goals include:

development of the National Cyber Security Incident     Responserity Incidede Response

Plan(s);

establishment of basic security measures;y

ensuring protection of digital identifi cation and building trustg trustig

in digital state services;

establishment of digital response capabilities;nes

 raising users' awareness;

organization of cybersecurity training;rity training;

 improving training and educational programs;

 facilitating scientifi c research and development work;

 encouraging private sector to invest in security measures;

 strengthening of supply chain cybersecurity;stren u y

 protection of critical informational infrastructure (CII), basicc

service operators and digital service providers;servse

 counteraction to cybercrime;counteractioncou

 establishment of incident report mechanism;ablishmenab

 strengthening data privacy protection;gthening

 establishment of public-private partnership (PPP);shmes

 institutionalizing cooperation among state agencies;tionalizint

 engaging in international cooperation (not only with theing in ii

EU member countries).mber countmbE

The assessment of maturity of strategic approach to cybersecurity ssessment of ssT pprppr ach too cyb seccuritygicgic

is determined through a set of identical, repeated questions for each ermined through aerm eprep dted qu tions caica ea ea

block (questions in blocks a, b and c).block (questions in blocblock c)c)

To assess maturity of cyber capability, questions from 1 to 13 bb , questio, questility sss from 1

are used (diff erent numbers of questions for diff erent purposesre used ( ff erent puiff erent puontionest s fo posespposesoror 

to determine the level of maturity). In total, this block containstal, ttal, tmaturity) In to nshis bblock conntains

319 questions.

Both blocks contain «mandatory» questions (marked with(mas (matiotioqu ithwithns (ns rked warkked w «111» ininin

column R) and «secondary» questions (not critical to confi rm the levelonfioonficritical to c nfi rm th  leveltical to confi rmtical to c nfi rmo cto c

of cybersecurity maturity, marked with «0» in column R). All questionsuecolumn ). All queumn R)umn RR)

have only «Yes« » or «No» answers.

1  https://www.enisa.europa.eu/publications/national-capabilities-assessment-framework

METHODOLOGY AND DESIGN OF THE RESEARCH
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The general requirement for determining any of the above neralneral rerememegeneral requie gene al requirequrequgege

maturity levels is consistency. In this approach, to move to the next encencmaturity levels is consimatu ity level  is consi y. In this appy. In this appt itt i l i

level of cybersecurity maturity, requirements of a particular maturity ty maity ma y, qevel of cybersecuevel f cybers cu

level must be fully met (positive answers to alllevel must be fully level ust be f lly itivsitive answers tve answers t(poevel m metmet «mandatory» questions).

Accordingly, it is not possible to move to the next level if all the tasks of ssibssibble ble Accorddingly it iis not po

the previous one have not been completed. eenne notnoprre us us 

The ENISA methodology also proposes to additionally determineally determineogENISA methodENISA method alsoThh

a scale of coverage of national eff orts for each goal – in fact, it is an fact, it ct, it f naoverageoveerage a scale oa scalee o ona

assessment of country’s overall eff orts within a particular goal, wherethin a particular gar g hereasses ment of ountrnt ovov

these eff orts may be more signifi cant than a formal determination of n a formal detdet tion of 

the level of cybersecurity maturity. 

Although the basic methodology provides for a possibility rovides o

of changing the number of goals to be assessed, as well as somessessed,, as some

adjustment of the methodology (to better adjust to a situation of eachdjust to aa on of eac

country), this study choses an approach of following basic guidelines owing g guidelines

as closely as possible to create an indicator that is as close as possible

to the logic of information to methodological requirements of ENISA.

The Fieldwork was conducted between February and March 2024k was conduc

and included preparation of questionaries in accordance with thed preparation

ENISA guidelines, sending them to respondents and processing theNISA guid g e

results. In addition, between April and May 2024, experts worked onesults. In a e A

certain indicators of the questionnaire and made some adjustmentsce q

to fi nal answers (for example, the fact of creation of an Interagencyo fi nal mo fi na

Working Group on Attracting International Assistance to ensureg Group on g 

cybersecurity and cyber resilience of the state was not indicated inrity and cyrityb

basic questionnaires).onnaireos

In total, the research surveyed 40 organizations, including allthe rtn

members of the National Security Coordination Center, 10 Centralthe Natit

Executive Authorities, 20 reginal state administrations, 2 scientifi cthoritiestu

institutions and 1 private company providing cybersecurity services.and 1 privaanu bersecurity services.bersecurity servvices.
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The current regulatory framework (primarily – the CybersecurityThe currentThe cur ent ryory framework framework latulatregreg

Strategy of Ukraine and annual plans for its implementation) and annnunnunStrategy of Ukrraine an almost

corresponds to the third levelvelo to t rdirdress dsds .

 The most notable achievements (level 5 of maturity of the aturity of the e ahe most notahe moost nota hiev

strategic approach) are:re:pproachpprooach)strategicstrateggic

- national cybersecurity incident response plans;onse- nnational ccybers itit

- scientifi c research and development activities;ac

- protection of critical information infrastructure;astructure;e;

- counteracting cybercrime.

The respondents also identified the strategic approach                      the strr approach

to the development of public-private partnership in Ukraine ashihi kraine a

Level 5. At the same time, only the objectives of the Cybersecurityes of thehe e

Strategy of Ukraine and an annual plan for its implementation areits implemem ation are

referred to as confi rming indicators. In future assessments, this issuee assessments, nts, 

will be subject to a more balanced assessment to clarify key clarify key rify key c

achievements in this fi eld.

Strategically, the most diffi  cult situation is in 3 fi elds (in each of elds (in each o ffi

these fi elds the level of policy maturity does not exceed one):ed one):ta

- encourage the private sector to invest in security measures; o

- supply chain cybersecurity;

- data privacy protection.

 Supply chain security is the least implemented goal. Here, not 

only the maturity level of the strategic approach equals to one, but 

Ukraine has not even managed to reach the fi rst level of cybersecurity 

maturity in terms of cyber capabilities: even the fi rst basic task has noterms of cyber a

been completed. been comp

 Althoughl h an average maturity level of cyber capabilitiesa

almost corresponds to maturity level 2alm m , this indicator does not fully

refl ect the government’s actual eff orts. The last one is represented byect thect t

the indicatorcatocat «coverage scaleovera » – a percentage of positive answers to

questions in a table related to a total number of questions. There aren a table n u

3 groups, that are exemplary in this regard:at are eat3 gro

establishing basic security measures. In terms of formality, the

maturity level of cyber capabilities here is zero: two basic taskslevel of lm

have not been completed. However, the coverage for this goal ist been comt h g gg

74%. The state has fulfi lled many tasks that correspond to levels 4he state hashe7 t cot co nd nd s tks t

and even 5 of cybersecurity maturity; even 5 of cyberev ityrity

organization of cybersecurity training. Due to a failure to implementDD ureureee to meo io imple

one of two tasks of the fi rst maturity level, Ukraine failed tohe first mahe first m level, Uy level, Urity krkrraine fail

reach even the fi rst level of cybersecurity maturity. However,reach aturity. Hatuurity. Hsecsecber urit wever,wwever,yy 

the coverage scale here is 68% (most tasks for levels 3 and 4 of sks fosks fo l l 3 dd fe is 68% (most t offor levvels 3 andd 4 of

cybersecurity maturity have been completed);omplompl eed);have been have been 

institutional cooperation among state agencies. According toordordcccc

this indicator, the maturity level of cyber capabilities is 2. However,i wever,r capabiliti s is 2. Howwever,pabilities is 2pabiliti s is 2itiliti

the coverage scale is 90%. Respondents negatively assessed onlysseegativel  assesse

1 step of tasks of this goal, which is mandatory for obtaining thef b

level 3 of maturity.

GENERAL CONCLUSIONS OF THE RESEARCH
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related to an absence of tools (for diff erent purposes) to evaluate es) to evaluatd(

eff ectiveness of measures implemented and, consequently, to adjustuently, to ated and, consm

them. In fact, the Ukrainian approach to planning is mostly goal-p

oriented but does not provide fl exibility in adjusting the approach or 

evaluation its eff ectiveness.

 Some goals are not entirely relevant to the Ukrainian conditions Som to to ant he Ukrainnian conditions 

(which lowered the score) but are important in terms of understandingwhich low s of understs stanndinganaut are impo t in rms

development priorities. For example, in several strategic goals,severseve

one of the indicators is a formalized interaction with pan-Europeanwin wite tiotioint opeauroopeanh pah pa

institutions. Ukraine, which is not a member of the EU, cannot fulfi llEU, cEU, cerermb of the EU, cannof the E , cannof theof the aa

these requirements. However, these steps indicate European formats ndicate European formatsndicate Eu pean formatsate Europeate Eu opeEuEu

that Ukraine should join in the near future.
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Maturity

level

(strategic 

approach)

Maturity

level 

(cyber 

capa-

bilities)

Coverage 

scale (in 

percentage)

Name of the goal

1 5 2 87% development of the National Cyber Security Incident Response Plan(s)

2 1 0 74% establishing basic security measures

3 1 2 88% ensuring protection of digital identifi cation and building trust in digital state services

4 3 5 100% establishment of digital response capabilities

5 2 2 53% raising user’ awareness

6 3 0 68% organization of cybersecurity training

7 2 2 76% improving training and educational programs

8 5 2 83% facilitating scientifi c research and development work

9 1 2 36% encouraging private sector to invest in security measures

10 1 0 13% strengthening of supply chain cybersecurity

11 5 2 67% protection of critical informational infrastructure (CII), basic service operators and digital service providers

12 5 3 95% counteraction to cybercrime

13 2 1 67% establishment of incident report mechanism

14 1 1 25% strengthening data privacy protection

15 5 1 56% establishment of public-private partnership (PPP)

16 2 2 90% institutionalizing cooperation among state agencies

17 4 5 100% engaging in international cooperation (not only with the EU member countries)
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Ukraine has a number of achievements and existingne n  h nnumumkraine has a Ukrain  has a asas rara

cyberliteracy programs. At the same time, as an analysis of questionsAt thAt thcyberliteracy programscyber iteracy pprograms e same timee same timeb litb li

and answers regarding Goal 5 shows, Ukrainian policy lacks ardingardingand answers regand nswers reg

institutionalizations and consistency in this area. One-off  eventsinstitutionalizatioinstit tionaliz tio coconsistency insistency indnstitu ns ns 

or creation of content that is not integrated into a broader digitalththat at or creeation of content

awareness strategy and an absence of measures to review these review thesabrate nd nd aree ss s

communication activities have lowered Ukraine’s position in termssition in termss hication activiicatioon activicom ve lmmm

of maturity according to this step. to accord acccordinof maturof mattur his 

The situation is similar with Goal 6 – cybersecurity training.6 – cybersecucu ining.The situuation

In recent years, such trainings have been conducted more and more conducted m m d mo

often, but the factor that has lowered Ukraine’s performance here is aine’s perfrf ce here is

an absence of consistency in this process, as well as established ands well aa s

understandable practice of «lessons learnedd» (implementation of newmplee on of new

developments after trainings or analysis of crisis situations).tuaua

There are signifi cant problems with Goal 9 – private sector Goal 9 – – t

encouragement. The EU has a traditional approach where the privateproach whereere

sector is actively involved in cybersecurity activities through a clear ctivities through augh a

system of rewards and compensations (the similar approach is adopteddopted ds

in the EU Cyber Solidarity Act). At the same time, this approach relies h relieset

on available pan-European resources, relevant practice and mostlytice and mostlyeu

peaceful progressive development of the EU. Under conditions of war,nditf the EU. Unden

a severe lack of fi nancial and human resources, Ukraine’s ability touman resourc

stimulate the private sector in these matters is quite limited. Perhaps, 

in its current form, this Goal cannot be fully applied to Ukraine (at 

least at this stage) or should be transformed to consider an objective 

military and political situation in the country.

 The problem with supply chain cybersecurity (Goal 10) was

already mentioned at the beginning of the conclusions. This issue lacks

both the coherent state policy and methodological materials. This isnt state policy

an issue where Ukraine will need the most eff orts, especially payingre Ukraine w e

attention to growing threats to critical infrastructure attacks of this type.ttention to t

 Although Ukraine’s overall success in implementing Goal 11l h s e

(critical infrastructure (CI) security) is quite successful, respondents(crit )

point to a problem of mapping CI threats, am absence of the nationalnt to ant to

risk register and a lack of understanding of CI correlations (both atster and a lasteri

national and international levels). At the same time, these fi elds of nd internndat

activity are understandable and can be corrected quite quickly.nderstnactivi

 Personal data protection (Goal 14) is also one of the importantal data pa

future focuses for increasing the level of cybersecurity maturity.es for inee

Despite well-developed legislation on personal data protection, the-develope-di

cybersecurity aspect of this protection, reporting on cyber incidentsity aspect oityr inging ererepep

that resulted in personal data leaks, spreading information on bestulted in personult dindin nnf n o  bestprspr bb

practices in personal data protection among various target groups,ctices in personal dactice momo tt various targe ups, onion get grro

this all still requires special attention from government.this h attention froattention fro ernmenvernmengo

 Although the public-private partnership (Goal 15) is an element Alth )155) is an rshershtne p ( menteement((G

of ongoing discussion in an expert community, institutionalizationoin ty,ty, nstitutionaln lizzationn e pertn expert commu , insti utionali ation

and defi nition of specifi c forms of such cooperation in Ukraine ish coh coop

still diffi  cult. Only the fi rst level of cybersecurity maturity in terms of matmaturituritbers terms ofterms ofurity iurrity i

capabilities indicates that many important elements have not yet beenave avve t elements have notments ha e notents h

implemented: there is no agency that coordinates the public-privatenates the public-pinates th public-ptes the ptes the ph

partnership in cyberspace, no national plan for development of thisdevelopmendeveloopmen

fi eld, no funding for such cooperation in organization’s budgets, etc. 
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 A situation with cooperation among state agencies is positive 

(Goal 16). The only noticeable problem is an absence of interaction 

and cooperation among cyber specialists at a regional level: there areamong cyber 

no permanent (or at least regular) interaction formats for them to sharet (or at least re l

experience and best practicesxperience a c .

  International cooperation (Goal 17) is probably the mosto a

dynamic and comprehensive as of today. The only warning from the dyna sy

experts was an absence of a mechanism to ensure dynamic adaptationerts werts 

of the action plan regarding this Goal in accordance with changes in ction plan rectioof

the environment. Even though the absence of this mechanism was nment. Enmthe

noted, it should be mentioned that the mechanism could be a formatuld be uted

of both bilateral and multilateral dialogues, the agenda of which iseral andeo

formed in accordance with current needs of Ukraine. Another suchcordancece

mechanism could be the Tallin Mechanism.ouoh
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While the main purpose of the research was to determine the hh popose se hile the main puWW

level of cybersecurity maturity of Ukraine, a process of questioning,f questioning,ty of Ukrainety of Ukrainemecurity matumatuof cyberseoof cybersee

collecting results and analyzing the research allows us to draw aus to draw aalyuuu d res lts and colle gng ccting 

number of conclusions about process itself and will be useful for futurel for futureor futureabosiosior or o t pmm

research using this methodology. These conclusions include:onclusions includeudemetsiusi ododo

There are noticeable diff erences in a quality of fi lling out the  a quality of of out the 

questionaries. The main entities of the national cybersecurity systemional cybee sys

mostly fi lled out the questionaries responsibly (adding supporting nsibly (add u

comments or references where possible), while local authorities, , while uthorities, 

scientifi c organizations and non-core Central Executive Authorities fi lled Executiveve rities fi lle

out the questionaries either partially (many fi elds were left blank) or didds were e nk) or did

not provide supporting details.

For future assessments, it is obvious that there is a needus that there ie i

to add another fi eld to each question with a brief explanation of nation of ation ofi

its meaning. It is noticeable that in many cases the respondentsndentsna

answered questions according to their perspective of a situation in f a situation ineo

their organization, rather than in a national context. The situation was he situation was ta

particularly complicated with the questions of strategic approach h

assessment block. The basic methodology provided for a wide rangehodology pro

of questions that allowed for a fl exible description of the country’s 

real achievements on this path. However, this approach is not very 

successful for highly normative Ukrainian practice.

ORGANIZATIONAL CONCLUSIONS 
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The absence of supporting positions in many questions greatlybsenbsenc upuppopohe absence of sThe abs nce of se ofe of e ae a

complicates the analysis of real achievements. In a complete absencell of reof recomplicates the analysicomp icates th  analysi al achievemal achievemlili th

of supporting positions for some questions, the authors of this researchons foons fo qqof supporting posiof suppporting pposit

proceeded from a position of prevailing most answers to a particularproceeded from a roce ded fro  a o o prevailing prevailin  tiotioprocee pospos

question (questiion (««YesYes»»» or or ««NooNo»), which is a certain assumption from the point), w), wwhicwhic

of view of assessing the real result.esusinsin reareieww ssass

An absolutely anonymous survey is not eff ective enough for e enough for gh for oneleln absolutely An abs lutely mou

such research. The basic hypothesis of the research assumed that he research assumsumbasarch. Tharch  Thehh c hy

the survey of a suffi  cient number of experts involved in the issue perts involved ed issue the suurvey of a suffi

with an opportunity to provide them with necessary comments onh necessaryry ents 

their answers (with a strict model of the main answer in a dichotomyain answee ichotomy 

«Yes» or «No») would allow collecting appropriate empirical material.priate ee

A large number of unconfi rmed responses indicates the need toes indicc e need to

supplement the questionnaire with in-depth interviews of strategic 

sessions with representatives of the NCCC members to form initial 

assessments, references to supporting documents of an ability ferences to s

to record respondents’ assessments that cannot be confi rmed byspondents  as s

relevant documents or references.elevant do f n

 The methodology needs to be improved and adjusted. y e

Although the research is based on the ENISA’s core questions as closeAltho b

as possible (with minor adjustments to refl ect national peculiarities), possibossi

some of the questions in the questionnaire are not relevant to thethe questiothso

current situation. For example, the question about a degree of uation. uur

implementation of the NIS Directive. Ukraine did not have suchtion otple

obligations in the past but is currently preparing to implement the n the pana

NIS2 Directive. Such matters need to be signifi cantly updated.e. Such meD
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APPENDIXES

Goal 1 – to develop National Cybersecurity Incident Response Plans

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current ururhDoes th

National Cybersecurityececonion

Strategy include a task ask y includey includeStraStra

of developing Nationalof developing Natioe

Cybersecurity Incident

Response Plans or are 

there plans to include 

them in a future version  

of the strategy?

1 Are there informalAA

practices or measures that

are used to achieve the

Goal in an uncoordinatedunco

way?

1 Does Ukraine have anDoes Ukraine have

offi  cially defi ned andoffi  cially defi ned andcially defi ned a

documented action plandocumented action plandocumented action pla

(regarding the Goal)?ding the 

1 Is the action planp

regarding the Goal tested e

to see if it is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes

in the environment?

1

b Are there expected results,ected resuu

guiding principles or keyes or keyey

activities identifi ed in theed in thee

action plan regarding thearding the

Goal?

1 Does Ukraine have  theraine have  th

action plan regarding thean regarding 

Goal (or the National PlanP

itself ) that clearly allocatesit lf ) th t l l ll

and manages resources?s?s?

1 Is the action plan

regarding the Goalregarding

reviewed to ensure that ited

is properly optimized ander

prioritized?tized?

1

с Has the action planh

regarding the Goal beendr

implemented to at least aei

limited scope?e

0

1 Has work on developing 

national cybersecurity 

incident response plans 

begun? For example, 

setting out general 

objectives, scope and/

or principles of incident 

response plans, etc.

1 Is there a doctrine/re a doctrine/s

national strategy thatn

includes cybersecurity asincludes cyberse

a crisis factor (i.e., project,

policy, etc.)?

1 Is there a cyber crisis

management plan at the 

national level?

1 Are you satisfi ed with a

number or percentage of 

critical sectors included in

the national cybersecurity

incident response plan?

1 Is there a procedureIs t

for learning from ninrninlealea fromfrom

lessons learned afterarnessess rons lons l ftefte

cybersecurity training ortray tracybersecurity traininbersecurity traininuritur

real crises at the nationalal crises at the nationalal crises at the nationalises at the ises at the t

level??

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Is it  cowell known thatI i ll kI i ll k

cyber incidents are a crisisre a crre a cr s is cyber incidents acyber incidents a

factor that can threatenfactor that can tfactor that can t nnfa rerea

national security?national security?

0 Is there a center forI h

obtaining informationobtainingobtaining

and informing decisiond i fd i f

makers? That are, any

methods, platforms,methods pmethods p

or locations to ensureor

that all crisis response

participants  have an

access to the samee s

information about then abo

cyber crisis in real time.in r

1 Are there procedures at 

the national level to deal 

with cyber crises?

1 Are activities (i.e.,( ,

trainings) related to thet

national cybersecuritynational cybe u

incident response planspo

organized frequentlye n

enough?

1 Is there a process for 

regular testing of the 

national plan?

1

3 Have studies (technical, 

operational, organizational 

and managerial) been 

conducted in the fi eld of 

the cybersecurity incident 

response plans?

0 Are there appropriate propriate

resources to supervise asupervise aa

development and imple-d implee

mentation of nationaltional 

cybersecurity incidentcid

response plans?s?

1 Is there a communication 

team in your organiza-

tion specifi cally trained 

to respond to cyber crises 

and inform the public?

1 Are there enough people Are there

in your organization toin your o

plan for crises, learn from plan for c

lessons learned, and imple-lessons le

ment changes?ha

1 Are there proper tools and

platforms for creating situ-

ational awareness?

1

4 Is there a cyber threatrs

assessment methodology ysa

at the national level thate national le el ta

includes an impact of includes an imp

assessment procedures?

0 Are all relevant national 

agencies involved

(security and defense

agencies, civil protection,

law enforcement, state 

agencies, etc.)?

1 Are there enough people gh people

in your organizationti

trained to respondondond

to cyber crises at the

national level?

1 Do you follow the specifi c 

maturity model to 

monitor and improve your 

cybersecurity incident 

response plans?

0
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Recommendations

a work on preparation and approval of the National Cyber Incident Response Plan should be completed (a necessary condition for moving approval of t onditconditsasaece or moving or m ving y coy co tion foit on fo

to the maturity level 3);

this plan should be subjected to regular testing during national tabletop exercises (the condition for reaching the maturity level 5);maturity level maturi y level 

it is also advisable to work with the ENISA partners to develop possible maturity levels for the plan.

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

5 Do you have appropriate 

crises management tools 

and situational rooms?

1 Do you have resources

that specialize in either 

threat prevention or

forecasting cybersecurity 

to address future crises or 

tomorrow's challenges?

0

6 Do you interact with theyou interact wit

EU international interestedinternational int

parties when necessary?parties when necessar

0

7 If necessary, do youary

interact with internationali

interested parties frominterested parties from

the non-EU countries?

0
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

а Does the currentDoes the current

National CybersecurityrsecurityrsecurityNational CybNational Cyb

Strategy include a task cluclud k sk S gy irategy i

of developing Nationalveloping Nationveloping Nationof

Cybersecurity Incidentncidncidberber

Response Plans or arearensense

there plans to includethere plans to inclu

them in a future version

of the strategy?

1 Are there informal

practices or measures that 

are used to achieve the 

Goal in an uncoordinated 

way?

1 Does Ukraine have an 

offi  cially defi ned andy defi ned and

documented action plandocumented actio

(regarding the Goal)?garding the Goa

1 Is the action planp

regarding the Goal   tested e a

to see if it is eff ective?e i

1 Does Ukraine have 

implemented mechanisms 

to ensure dynamic 

adaptation of the action 

plan regarding the Goal in 

accordance with changes 

in the environment?

1

b Are the expected results, ected resultt

guiding principles or keyiples or keke

activities identifi ed in thentifi ed in tt

action plan regarding thegarding tht

Goal?

1 Does Ukraine have  theDoes Ukraine have  th

action plan regarding then regarding 

Goal (or the National Planthe National P

itself ) that clearly allocatesat clearly alloc

and manages resources?ages resource

1 Is the action planIs the

regarding the Goal   ardin

reviewed to ensure that itreviewed

is properly optimized andope

prioritized?prioritize

1

c Has the action planla

regarding the Goal been Goal b

implemented to at least ato at l

limited scope?e

0

1 Have research  been

conducted to identify 

requirements and gaps 

for public organizations

based on internationally

recognized standards?

For example, ISO27001, 

ISO27002, BS 15000, EN 

ISO27799, PCI-DSS, CobiT,

ITIL, BSI IT-Grundschutz, 

IETF, IEEE, NIST, FIPS, ITU,

ISA, IEC, CIS etc.

1 Are security measures e

adopted (at a countryta

level) in accordance withe

international/nationalni

standards?dards?s

1 Are basic security e basic security

measures mandatory?asures mandatory?

1 Is there a process foress foress for

periodically updating 

basic security measures?measures?

1 Are there mechanisms to e there me there A chchanisms to

improve Informationalimimprove Informational

Technological Supportgical Supportgical Su ortTec nolo

protection when basicotectiootection when basic

security measures failse ity measures fail

to respond and resolveondondresres eend reand re

incidents?ncnc dentsents

1

Goal 2 – to establish basic security measures
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Has research been 

conducted to identify

requirements and gaps

for private organizations 

based on internationally

recognized standards? 

For example, ISO27001,

ISO27002, BS 15000, EN 

ISO27799, PCI-DSS, CobiT, 

ITIL, BSI IT-Grundschutz,

IETF, IEEE, NIST, FIPS, ITU,

ISA, IEC, CIS, etc.

1 Is a consultation provided 

for the private sector and

other relevant agencies   

when defi ning basic

security measures?

1 Are horizontal security

measures applied in critical 

sectors?

1 Is a monitoring mechanism 

implemented to review an 

adoption of basic security

measures?

1 Are new standards

developed in response 

to recent changes in 

the threat environment

assessed for compliance?

1

3 Are sectoral security

measures applied in 

critical sectors?

1 Is there a national 

agency that verifi es an

implementation of basic 

security measures?

1 Do you have or promote 

the national coordinated 

vulnerability disclosure

(CVD) process?

1

4 Do basic security

measures comply with  

the applied certifi cation 

schemes?

1 Is there a process 

established for identifying 

non-compliant

organizations over a

period of time?

1

5 Is a risk self-assessment

process implemented for

basic security measures?

1 Is there an audit process

for ensuring security 

measures to be properly 

implemented?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

6 Are mandatory basic 

security measures

analyzed in a

procurement process

by state agencies?

0 Are security standards   

approved for development 

of critical software and 

hardware (medical 

equipment, networked 

and autonomous vehicles, 

radio communications, 

industrial equipment, etc.)?

0

Recommendations

 determining basic cybersecurity measures remains anmeasuu mains a

important element in achieving a high level of cybersecurity level oo ersecurity 

maturity (reaching level 1);

according to a decision of the NCCC it is advisable to initiate it is advisableble

expert research to determine general requirements and gaps of uirements and gapd gape

cybersecurity, that are typical for public-private organizations (for ns (for

example, based on international standards: ISO27001, ISO27002,   27002o

BS 15000, PCI-DSS, CobiT, NIST, IEC, CIS etc. (this measure is a neces-asure is a neces-CT

sary condition for achieving cybersecurity the maturity level 1));itrsecurity the mcy

 based on the NCCC to create a working group witho create a

representatives of main agencies of national cybersecurity 

system, as well as interested stakeholders regarding development 

of approaches to determine basic cybersecurity requirements 

(reaching level 2);

 to consider a possibility of establishing a necessity for compliancesider a posi

with basic cybersecurity requirements by all participants who sic cyberssiw p pp p

provide their services to the state sector in the procurement de their servep or or proprosese

process. Annually assess compliance with these requirements, incess. Annually ace withwith eses emncence sts

particular through a mandatory self-assessment mechanism for particular through apa lf-aelf-a mmmess m for ry ry chchanism

such suppliers (an additional condition for achieving level 3);itional condiitional condi or achievor achievn fo nng level 3)ll

to conduct random inspections of such organizations to ensureto c zations toizations tosucsucof h o nsureeensurergrg

that they actually comply with basic cybersecurity requirements;secusecu ihly with basic cyb urity reequiremeents;

 to carry out an annual assessment of the compliance of new nt ont o hethe comppliance off newual assessmual assessm

cybersecurity standards (developed during the last calendar g theg theduduped calendarcal ndaringing e lasth  last

year) with the current cyber threat landscape of Ukraine (generalakkradscape of U raine (geeneralape of Ukrainape of U rainof Uof U

assessment of whether the implementation of each of newh otation o  each offf

standards will assist to respond to a specifi c threat from the threath t fh t ff

landscape) – (achievement of level 5)).
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

а Does the current oes the curoes the cur

National Cybersecurityber yyNa l Cal C

Strategy include a task llgy include a taskgy include a taskStr

of developing Nationalatiatieveeve

Cybersecurity Incidententecurity Insecurity IncC bC b

Response Plans or areRe ponse Plans or a

there plans to include 

them in a future version

of the strategy?

1 Are there informal

practices or measures

that are used to

achieve the Goal in an 

uncoordinated way?

1 Does Ukraine have an aine have an

offi  cially defi ned andoffi  cially defi ned a

documented action plandocumented actio

(regarding the Goal)?(regarding the Goal)?garding the Goa

1 Is the action plan inp n

regard the Goal testedo s

to see if it is eff ective?eff iv

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes   

in the environment?

1

b Are the expected results,cted resultt

guiding principles or keyciples or kee

activities identifi ed in thethh

action  plan regarding therding thehe

Goal?

1 Does Ukraine have  theaine have  th

action plan regarding thean regarding 

Goal (or the National Planhe National P

itself ) that clearly allocatesc

and manages resources?and manages resource

1 Is the action planIs the act

regarding the Goal   regardin

reviewed to ensure that it

is properly optimized andis properl

prioritized?ze

1

c Has the action planplan

regarding the Goal beend

implemented to at least amm

limited scope?di

00

1 Have studies or gap 

analyses been conducted

to determine  needs for 

protection of digital state

services for citizens and 

businesses?

1 Is a risk analysis ss

performed to determine d t d tp

the risk profi le of assetsthe risk profi le o

or services before moving

them to the cloud or 

engaging in any digital 

tran sformation projects?

1 Is there any supportIs there any s

for implementation of 

methodologies with a 

built-in privacy algorithm

in all e-government

projects?

1 Is data collected on

cybersecurity incidentsncidentsncidents

involving a failure of digital

state services?

1 Does Ukraine (or youroes Ukroes UkrD (

organization) participate org iznization) participate 

in international workingnationationteinte gng al wornal wor

groups to maintainaintaiaintaig upupps to mps to m

standards and/or developandards and/or developtandards and/or developards and/or deards and/or dendand

new requirements forrequiremenuiremen

electronic trust servicesnic trust servicenic trust service

(electronic signatures, 

1

Goal 3 – to ensure protection of digital identifi cation and build trust to digital state 

services
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

1 electronic seals, registered 

electronic delivery, 

time stamping, website

authentication)? For 

example, ETSI/CEN/

CENELEC, ISO, IETF, NIST,

ITU etc.

1

2 Is there a strategy for 

building or promoting 

secure national electronic 

identifi cation (eID)

schemes for citizens and 

businesses?

1 Are private stakeholders 

involved in development 

and delivery of secure 

digital public services?

1 Has mutual recognition of 

electronic identifi cation 

devices been 

implemented with the EU

member countries?

1 Does Ukraine (or your 

organization) participate 

in a preparation of peer 

reviews of electronic 

identifi cation (eID)

schemes?

1

3 Is there a strategy for 

building or promoting 

an implementation of 

secure national electronic 

trust services (electronic

signatures, electronic

seals, registered electronic

delivery, time stamping,

website authentication) 

for citizens and 

businesses?

1 Is the minimum basic

level of security

implemented for all

digital state services?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

4 Is there a strategy for I h

e-government cloudse-governm

(a cloud strategy for ( l d( l d

the government and

state agencies, such asstate agencstate agenc

ministries, government m

departments and stated

administrations, etc.)

that takes into accountnto 

security implications?mplica

0 Are any electronic 

identifi cation schemes 

available for citizens 

and businesses with a 

signifi cant or high levelnt or high level

of security, as defi nedof security, as defi n

in the Appendix to thehe Appendix to 

Regulation (EU) No.Regulation (EU) No.egulation (EU) No.

910/2014 eIDAS?99

1

5 Does any digital stateDoes any digital state

services that require 

electronic identifi cationc identifi catio

schemes with a signifi cantwith a signifi 

or high level of securityevel of securit

exist, as defi ned in

the Appendix to thethe Appendix to the

Regulation (EU) No. 

910/2014 eIDAS?

1

6 Do providers of trust providers of trust

services for citizensvices for citizens

and businesses existand business

(electronic signatures, 

electronic seals, registered 

electronic delivery, 

time stamping, website 

authentication)?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

7 Are you aware of programs

that promote an adoption 

of basic security measures

for all cloud deployment

models (e.g., Private, 

Public, Hybrid, IaaS, PaaS, 

SaaS)?

0

Recommendations

to establish a permanent working group to form off ers regardingoup to form om o gardi

improvement of a condition of digital identifi cation protectionl identifi cc rotection 

and strengthening of trust in digital state services    (level 2);e servicc e

to defi ne at the level of Resolution / Order of the Cabinet n / Ordee e Cabine

of Ministers of Ukraine a necessity to implement approachesmplemm proaches 

with a built-in privacy algorithm in all e-government / digitalh a built-in ph a

transformation projects (level 4);ormation or

 The Ministry of Digital Transformation of Ukraine shouldMinistrM

consider starting a dialogue with the European partners onstartinc

involving Ukraine in conducting peer reviews of electronicg Ukraingn

identifi cation (eID) schemes (level 5).atiad

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity 

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are 

there plans to include 

them in a future version

of the strategy?

1 Are there informal

practices or measures

that are used  to 

achieve the Goal in an 

uncoordinated way?

1 Does Ukraine have an

offi  cially defi ned and

documented action

plan (regarding the

Goal)?

1 Is the action plan in regard 

the Goal  tested to see if it 

is eff ective?

1 Does Ukraine have

implemented 

mechanisms to ensure

dynamic adaptation

of the action plan 

regarding the Goal

in accordance with

changes in the 

environment?

1

Goal 4 – to establish incident response capabilities



22

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

b Are the expected results, A h

guiding principles orguiding p

key activities identifi edk i ik i i

in the action  plan 

regarding the Goal?regarding tregarding t

1 Does Ukraine have  the 

action plan regarding

the Goal (or the National 

Plan itself ) that clearly 

allocates and managess and manages

resources?resources

1 Is the action plan 

regarding the Goal

reviewed to ensure that

it is properly optimized 

and prioritized?

1

c Has the action plan 

regarding the Goal

been implemented toemen

at least a limited scope?mited

0

1 Do informal incident

response capabilities

that are managed by

the state or the private 

sector, exist or are they 

mutually managed?

1 Is there at least oneas

offi  cial national CSIRTnal CSIRT

team?

1 Does an incident responseoes an incident re

capability exist forcapability exist

the sectors defi ned in

Appendix II of the NISx II of the NIS

Directive??

1 Have standardizedve

practices been defi ned/pract

implemented for incident

response procedures andresponse

incident classifi cationdent

schemes?schemes

1 Are there mechanisms

for early detection,

identifi cation,

prevention, response

and consequences 

reduction of zero-day

vulnerabilities?rabrabv

1

2 Do national thee

CSIRT teams have aave a

clearly defi ned scopey

of intervention? Fore

example, depending onpe

the target sector, types of at

incidents, consequences.ei

1 Does Ukraine have 

a mechanism for 

cooperation of thecooperation of thecooperation of the

CSIRT team to respondIRT team to resp

to incidents?ncidents

1 Is the incident responsenci

capability assessed tobility a

ensure that you havee tha

suffi  cient resources andurces and 

skills to fulfi ll the tasks 

as defi ned in step (2) of 

Appendix I of the NISh S

Directive?

1

3 Do national the CSIRT D

teams have a clearly h

defi ned framework 

for dealing with other 

national interested

parties regarding the 

national cybersecurity

0 Are national the 

CSIRT teams capable 

of responding to an 

incident in accordance

with Appendix I of the 

NIS Directive? That is, 

availability, physical

1
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Рівень 1 R Рівень 2 R Рівень 3 R Рівень 4 R Рівень 5 R

3 environment and incidenti

response practicesresponse presponse p

(e.g., law enforcement( l( l

agencies, military, internet

service providers, nationalservice proservice pro

cybersecurity center)?ycy

0 security, business

continuity, international

cooperation, incident 

monitoring, early warningng

and notifi cation capability,ifi cation capabilit

incident response, risk incident response,

analysis and situationalalysis and situat

awareness, cooperationawareness, cooperationwareness, cooperat

with the private sector, oror

standard operatingdard operati

procedures, etc.ocedures, etc

1

4 Does a mechanism exist   es a mechanism 

to cooperate with other to cooperate with othe

neighboring countries    neighboring countries

on incidents?on incidents?

1

5 Are clear incident handling Are clear incident hand

policies and procedurespolicies and procedure

formalized?fo

1

6 Do national the CSIRT 

teams participate inteams participate inteams participate in

cybersecurity trainingybersecurity traininsecurity tr

both nationally andth nationally an

internationally?ernational

1

7 Is the national CSIRT Is the nationa

team involved in the 

FIRST (Forum of Incident

Response and Security 

Teams)?

0

Recommendations

 by a decision of the NCCC to oblige cybersecurity entities to 

assess  compliance of all cyber incident response protocols at least 

once a year, as well as to check their eff ectiveness and functionality

(level 5).
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Goal 5 – to raise users’ awareness

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current ththDD

National Cybersecurityysecurity ational Cybational Cyb

Strategy include a task cludSt y iny in

of developing Nationaleloping Nationaeloping Nationaof dev

Cybersecurity IncidentcidcidersersC

Response Plans or arerese Plans ose Plans oRR

there plans to includethere plans to includl

them in a future version

of the strategy?

1 Are there informal

practices or measures thatpp

are used to achieve the

Goal in an uncoordinatedGGo

way?

1 Does Ukraine have an 

offi  cially defi ned anddefi ned and

documented action plandocumented actio

(regarding the Goal)?(regarding the Goa

1 Is the action plan in regardp n

the Goal tested to see if it e s

is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes

in the environment?

1

b Are the expected results,cted resultt

guiding principles oriples

key activities identifi edidentifi edd

in the action  planl

regarding the Goal?oal?

1 Does Ukraine have  the

action plan regarding the

Goal (or the National Plan

itself ) that clearly allocates 

and manages resources?

1 Is the action plan 

regarding the Goal   

reviewed to ensure that it

is properly optimized and 

prioritized?

1

c Has the action planplan 

regarding the GoalG

been implementeddi

to at least a limitede

scope?es

0

1 Is there minimal 

recognition by the

government, the private 

sector, or general users 

that there is a need to

raise awareness of 

cybersecurity and

privacy issues?

1 Has a specifi c targetsH

audience been identifi ed na

for user awareness? Forfo

example, general users,example, genera

young people, business 

users ( small and mid-

sized businesses, basic 

service operators, digital

service providers, etc.).

1 Have communication 

plans/strategies been

developed for the 

campaigns?

1 Have metrics been

developed to evaluate the 

national campaign at the 

planning stage?

1 Are mechanisms

implemented to ensure

that awareness-raising 

campaigns remain 

relevant to technological 

advances, changes in the

threat environment, legal 

regulations, and national

security directives?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Do state agencies conductducducD iD i

cybersecurity awareness arenearenecybersecurity awcybersecurity aw

campaigns within theircampaigns withcampaigns with ir irc n thn th

organization whenorganization when

necessary? For example,r exampler example,e,necessary? Fnecessary? Fy

after a cybersecurityerserscyfter a cy

incident.nent.in

0 Is the action planI h i

prepared to raisepreparedprepared

awareness of information

security and data privacy

issues?issues?issues?

1 Is there a process for 

creating content aimed at 

improving cyber hygiene 

at the state level?

1 Is the incident response 

capability assessed to

ensure that you have 

suffi  cient resources and 

skills to fulfi ll the tasks 

as defi ned in step (2) of 

Appendix I of the NIS 

Directive?

1 Are campaigns evaluated 

after they are completed?

1

3 Do state agenciesDo state agencies

conduct cybersecurity

awareness campaigns for

the general public when 

necessary? For example,

after a cybersecurity

incident..

0 Does the state havestate h

accessible and easilynd

recognizable resourcese resources

(e.g., a single onlinee online

portal, a set of awareness-awarenee

raising tools) for users) for user

seeking to learn about arn about t 

cybersecurity and

privacy issues?

1 Do mechanisms exist for

identifying those target 

groups that require 

priority cyber awareness 

(e.g., ENISA Threat 

Environment Assessment, 

reports from national 

cybercrime centers, etc.)?

1 Are there any

mechanisms

implemented to

determine the most 

appropriate media 

or communication 

channels depending 

on the target audience 

to maximize outreach 

and engagement? 

For example, diff erent 

types of digital media,

brochures, emails, 

educational material, 

posters in public places,

television, radio, etc.

1 Are consultations held   

with behavioral experts to 

adapt the communication 

campaign to the target 

audience?

1

4 Is there a practice of 

bringing together 

interested parties

with experts and 

communications teams

to create content?

1
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Recommendations

 those responsible for the thematic points of the Cybersecurity nts of thehe e

Strategy should form a working group to develop the Nationalto develop tp t

Program for raising cyber awareness / cyber education (it is/ cyber educatiocatio

recommended to use the materials of the AR-in-the-box ENISAox ENISANISAr

during its development);

 to provide that the National Program should contain theld contain thi

following: metrics for its implementation, a procedure forprocedurelementation

regular (at least once a year) assessment of the eff ectiveness of r)

its implementation, clearly defi ned and prioritized target groups fi d

for raising cyber awareness (the last ones should be reviewed 

throughout an implementation of the entire National Program 

based on assessments of the cyber threat landscape), and the main 

channels of communication for a formation of cyber awareness;

 the National Program should contain a constantlyNational onon ccd d 

(once a year) updated communication plan: the maince a year) uce caica nn themumu mm

ideas of the information campaign, ways of their ideas of the inide amam aaaign, w ys heir n n of 

implementation and expected coverage indicators;nd expectnd expect coveragcoveragee indicaa

 after development and approval of the National afte rovrovpp al of tthe Nattional 

Program, it is advisable to establish a permanent group of Progra manent grm group ofliblible to esta h a per

representatives of state agencies, communication expertscommcom ti ti t

(with mandatory inclusion of behavioral experts) and thel eal eheh oraoral ex erts) andd thelusion of blusion of b n  thepertxppert

private sector under the main agency responsible for its ponssponsnenag cy responsiblecy resp nsibley rey re bib

implementation to constantly assess the eff ectiveness of thethe eff ectiveness of thethe eff ect veness oof thee eff ectivene eff ect venecec

National Program and provide proposals for its optimization.s for its optims for it  optim

Рівень 1 R Рівень 2 R Рівень 3 R Рівень 4 R Рівень 5 R

5 Is the private sector

involved in information 

campaigns and spreading 

messages to a wider 

audience?

1

6 Are there any specifi c 

awareness-raising 

initiatives   prepared 

for leaders in the state,

private, academic, or civil 

society sectors?

1

7 Are there any events held 

as part of the annual 

cybersecurity months?

0
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident 

Response Plans or are 

there plans to include 

them in a future version

of the strategy?

1 Are there informal

practices or measures

that are used  to 

achieve the Goal in an 

uncoordinated way?

1 Does Ukraine have an

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan in regard 

the Goal   tested to see if it 

is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes  

in the environment?

1

b Are the expected results,

guiding principles or key 

activities identifi ed in the

action  plan regarding the

Goal?

1 Does Ukraine have  the

action plan regarding the

Goal (or the National Plan

itself ) that clearly allocates 

and manages resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure that   it 

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been

implemented to at least a

limited scope?

0

1 Are crisis training 

exercises conducted in

other sectors (other than 

cybersecurity) at the 

national level?

1 Is there a cybersecurity

training program at the

national level?

1 Are all relevant state

agencies involved (even if 

the scenario is specifi c to a

particular sector)?

1 Are there post activity

reports/evaluation

reports prepared?

1 Is there a capability to

analyze an experience

gained in the cyber fi eld 

(reporting processes, 

analysis, consequence

reduction)?

1

Goal 6 – to organize cybersecurity trainings
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Are resources allocated to

developing and planning 

crisis management 

training?

1 Are cyber crisis 

management exercises   

conducted for vital social

functions and critical 

infrastructure?

1 Is the private sector

involved in planning and

performance of trainings?

1 Are national-level plans  

and procedures reviewed?

1 Is there an organized 

process for lessons  

learned?

1

3 Has a coordinating agency 

been identifi ed to monitor 

the development and 

planning of cybersecurity 

trainings (state agency,

consultancy, etc.)?

0 Are sector-specifi c

trainings organized

at   the national and/or

international level?

1 Do Ukrainian

representatives

participate in

cybersecurity trainings    

at the European level?

1 Is the training scenario 

adapted to the 

latest developments

(technological advances,

global confl icts, threat 

environment, etc.)?

1

4 Is there a practice of 

organizing trainings in all

critical sectors as defi ned 

in Appendix II of the NIS 

Directive?

1 Are crisis management 

procedures coordinated

with international 

partners to ensure an 

eff ective national crisis

management?

1

5 Are there any cross-

sectoral cybersecurity 

trainings?

1 Is there an implemented

mechanism to quickly

adapt strategies, plans, 

and procedures based

on lessons learned after

trainings?

0

6 Is cybersecurity training

specifi c to diff erent levels

(technical and operational

level, procedure level, 

decision-making level, 

political level, etc.)?

0
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Recommendations

 entities implementing the Cybersecurity Strategy, whenl ntinntinem entitie implem g the Cybng the Cybi

submitting suggestions to the annual plans for implementation gestioggestiogg

of the Cybersecurity Strategy, to include expenses for conductingof the Cyberseoff the Cyb rse rara egy, to incluegy, to incluy Sy Secuecur

training exercises with personnel in terms of crisis response and withwith peh pes wtrraining exxercises w

management (level 1);ent (leveent (leve 1)l 1)mmanagememem

 the National Plan of Protection and Ensuring the Security and e Security andof Pe National Plae Natiional Pla ote

Resilience of Critical Infrastructure should provide for mandatory r mandamandacal nce of Crince of CriResilReesil fras

trainings on crisis response and management in all sectors of anagement in all all rs of t ainings n crisin eses

critical infrastructure, as specifi ed in the Law of Ukraine “On Critical e Law of Ukraira Critical

Infrastructure” and the Resolution of the Cabinet of Ministers of he Cabinee ster

Ukraine of October 9, 2020 No. 1109 (level 3);evel 3);

 The NCCC, together with the State Service of Specialtate See f Special

Communications and Information Protection of Ukraine, torotectionn kraine, t

develop a generalized plan for cybersecurity trainings and tocurity tt gs and to

review it periodically for compliance with the current needs of thehe currenen eds of the

state in such trainings;

 to establish an obligation for all major entities of the national 

cybersecurity system and CI operators to participate in at least one 

national-level tabletop exercises (hybrid threats and/or sectoral el tabletop ex

threats);

 to ensure in the National Cyber Incident Response Plan an  to en N o

obligation of attacked organizations and key entities of the igat e o

national cybersecurity system to conduct the «lessons learned» y

procedure, and for the State Service of Special Communications pro ep

and Information Protection of Ukraine, together with thed Informatiod 

Security Service of Ukraine and the NCCC, to develop a standardity Service ity

methodology for this procedure. Determine an obligation to makeology fo

changes to object-based cyber incident response plans based on to objtc

«lessons learned»;earned»;e«

 to conduct series of consultations with international partnersduct serd

(for example, in a format of bilateral dialogues or in accordance mple, in a mf ues or in accordance ues or in accorddance 

with international cooperation agreements signed by Ukraine) tonternational ntw ts nts nedd by U )ememe

coordinate joint response to cross-border incidents.ordinate joint resord derde ids-bs-b
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident 

Response Plans or are 

there plans to include 

them in a future version

of the strategy?

1 Are there informal   

practices or measures that 

are used to achieve the 

Goal in an uncoordinated

way?

1 Does Ukraine have an 

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan 

regarding the Goal tested

to see if it is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes

in the environment?

1

b Are the expected results,

guiding principles or key 

activities identifi ed in the

action  plan regarding the

Goal?

1 Does Ukraine have  the

action plan regarding the

Goal (or the National Plan

itself ) that clearly allocates

and manages resources?

1 Is the action plan 

regarding the Goal  

reviewed to ensure that it

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been

implemented to at least a

limited scope?

0

1 Do state agencies

consider developing 

training and educational 

programs on 

cybersecurity?

1 Are cybersecurity   courses

established?

1 Is cybersecurity culture

integrated into early

stages of an ducational 

process in Ukraine?

For example, are

cybersecurity courses

introduced in middle

schools and high schools?

1 Does the government

encourage employees in

the public-private sectors 

to become accredited or

certifi ed professionals?

1 Are there implemented

mechanisms to ensure

that training and 

educational programs 

are kept up-to-date

with current and

emerging technological 

developments, changes in 

the threat environment, 

legal regulations 

and national security   

directives?

1

Goal 7 – to improve training and educational programs
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Do Ukrainian universities 

off er PhD programs 

in cybersecurity as an 

independent discipline 

rather than as a branch of 

Information Technology?

1 Are there any national 

research laboratories and 

educational institutions in 

Ukraine that specialize in 

cybersecurity?

1 Has Ukraine developed 

cybersecurity training or 

mentoring programs to 

support national startups 

and small and mid-sized 

businesses?

1 Are academic centers 

of advanced training 

in cybersecurity being 

established as centers of 

research and education?

1

3 Are there plans to train 

educators (regardless of 

their fi eld) on information

security and data privacy?

For example, Internet 

safety, personal data

protection, cyberbullying.

1 Are special cybersecurity 

courses and retraining

curricula encouraged/

funded at employment

centers?

1 Is there a practice of 

actively promoting 

information security 

courses in higher 

education programs not

only for students studying 

computer science, but also

for any other profession 

or specialty? For example,

courses tailored to the 

needs of a particular 

profession.

1 Do academic institutions 

participate in leading 

discussions on 

cybersecurity education 

and research at the 

international level?

0

4 Are there courses and/

or specialized programs 

in cybersecurity for EQF 

(European Qualifi cation 

Framework) levels 5-8?

1 Is there a regular 

assessment of a 

lack of professional 

training (shortage of 

employees) in the fi eld of 

cybersecurity?

1

5 Does the state encourage 

initiatives to include 

Internet safety courses in

primary and secondary 

education?

1 Is there a practice of 

promoting development 

of networks and 

information exchange 

among scientifi c 

institutions at both the 

national and international 

levels?

1



32

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

6 Is there a practice of 

funding or free basic 

cybersecurity training for 

citizens?

0 Is the private sector

involved in any way in 

cybersecurity education 

initiatives? For example, in

development and delivery 

of courses, internships,

employment, etc.

1

7 Are there annual 

cybersecurity events 

organized (e.g., hacker

competitions or 

hackathons)?

0 Are there funding 

mechanisms implemented

to encourage a pursuit of 

cybersecurity education/

science degrees? For 

example, scholarships,

guaranteed internships/

practices, guaranteed jobs 

in a specifi c industry or in

public sector positions.

0
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Recommendations

 although the Cybersecurity Strategy of Ukraine points to thehh rseerseCy although the Cy curity Stratecurity Stratehh

need of strengthening an educational component, a clear strategyheninhening

for the development of the educational component has not yet for the develofoor the de elo of of he educatiohe educationt nt opmopm

been developed and approved, and there is no understanding of d ad appppanbeeen deveeloped an

resources allocated to achieve this task. The Ministry of Educationry of Educatiohieve this tasllocatedallocated to toreesources cece

and Science of Ukraine, together with the main cybersecurity cybersecurityneScience of UkScience of Uk ogannd S

entities, the private sector and other interested parties, should ies, shoulds, shouldte s, the pri, t e prientite tit cto

develop the National Strategy for development of Cybersecurityvelopment of CybCyb rityatiooop ll S

Human Resources (level 3). The strategy should provide for its tegy should pp for its 

constant updating and adjustment of implementation areas, af implemee area

specifi c action plan for implementation;n;

 The State Employment Service should consider a possibility of ld considd ssibility of 

introducing cybersecurity specialties (based on new educational based onn ucationa

standards of cybersecurity), as one of the for retraining for furtheror retrara or further

confi rmation of qualifi cations in the relevant Qualifi cation Centers nt Qualifi ifi n

(level 3);

 The Ministry of Digital Transformation of Ukraine should on of Ukraine shne shs

develop cybersecurity courses focused on small and mid-sizedd-sizedfo

businesses (level 4);

 For the Innovation Development Fund (Ukrainian Startup Fund) 

to provide as a condition for grant assistance for small and mid-

sized businesses a mandatory requirement for grantees to have sses a manda

confi rmed completion of relevant educational activities of theed completio f 

Ministry of Digital Transformation of Ukraine (level 4);Ministry n r

 The Ministry of Education and Science of Ukraine to recommendThe M c o

to higher education institutions of all forms of ownership to 

include in educational programs of training specialists in all areasinclin

at least short thematic (related to a specifi c specialty) cybersecurityeast short theea

courses (where appropriate: information protection, work with es (where es

personal data, etc.) (level 4);al data, al 

 To the Ministry of Education and Science of Ukraine to launchMinis

an all-Ukrainian expert assessment (in the form of an annualrainian era

report with recommendations) to assess the shortcomings of with recowie

professional training in the fi eld of cybersecurity. The assessmentonal traininop urity. The assessmenturity. TThe assesssment

should include specifi c off ers to improve educational/training d include spd s ve ve ucattiona gmpmpr

programs based on current cybersecurity challenges in Ukraine, ograms based onogr uriturit ha in Uerseerse airai

as well as forecasts of such challenges (level 4 and 5).as well as forecasts oas gesge d 5d 5evelelle
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity 

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are 

there plans to include 

them in a future version of 

the strategy?

1 Are there informal

practices or measures that

are used to achieve the

Goal in an uncoordinated

way?

1 Does Ukraine have an

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan in regard 

the Goal   tested to see if it 

is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes

in the environment?

1

b Are the expected results,

guiding principles or key 

activities identifi ed in the

action  plan regarding the

Goal?

1 Does Ukraine have  the 

action plan regarding the

Goal (or the National Plan

itself ) that clearly allocates 

and manages resources?

1 Is the action plan 

regarding the Goal   

reviewed to ensure that it

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been

implemented to at least a 

limited scope?

0

1 Have studies or analyses 

been conducted to

determine cybersecurity 

prioroties of Research

& Development Works 

(R&D)?

1 Is there a process for

setting cybersecurity

priorities of R&D (e.g.,

new capabilities to deter,

protect, detect, and

adapt to new types of 

cyberattacks)?

1 Is there an understanding 

at the state level of how

to link R&D projects to the

real economy?

1 Are R&D projects related

to cybersecurity aligned

with relevant strategic

goals, such as the 

Cybersecurity Strategy of 

Ukraine?

1 Does Ukraine cooperate at

the national level with any

international R&D projects 

related to cybersecurity?

1

2 Is the private sector

involved in the formation     

of R&D priorities?

1 Are there any national

projects related to

cybersecurity?

1 Is there an evaluation 

framework for R&D

projects?

1 Are  R&D priorities

coordinated with current

or future regulations (at 

the national level)?

1

Goal 8 – to facilitate research and development work



35

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

3 Is the scientifi c

community involved       

in a formation of R&D

priorities?

1 Does Ukraine have 

local/regional startup 

ecosystems and other

channels of interaction 

(e.g., technology parks, 

innovation clusters,

networking events/

platforms) to promote 

innovation, including for 

cybersecurity startups?

1 Are there any cooperation 

agreements among state

agencies and universities 

as well as other research 

institutions?

1 Is Ukraine involved in

leading discussions 

on  one or more of the  

leading R&D topics at     

the international level?

0

4 Are there any national 

R&D projects related to 

cybersecurity?

0 Are funds invested 

in cybersecurity R&D

programs in the scientifi c 

community and the 

private sector?

1 Is there a recognized 

institutional agency that

monitors cybersecurity

research and development

activities?

0

5 Are there centers for 

scientifi c and industrial

research at universities to 

combine research topics 

and market needs?

1

6 Are there any special 

programs for fi nancing   

R&D in the fi eld of 

cybersecurity?

0
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Recommendations

 When approving R&D works related to various aspects of R&R&ving When pprovin D works relaD works relaWW

cybersecurity, the National Academy of Sciences of Ukrainethe Nthe Ny yyy y

should require the authors to indicate the impact of this R&Dshould requirshhould re uir ththors to indicors to indice ae te th

works on the real economy. The NCCC should establish a separateconconomomwworks on the real e

working group for periodic consultations with representatives of resentatives odic consultatroup for perperwworking gg g 

the scientifi c community engaged in relevant cybersecurity R&Dersecurity R&Dnittifitificientifi c commcientifi c comm engthhe sc

works in order to improve the quality of coordination of researchof researchf researchmpn order tn order tworkork ove

processes and better understand an expected impact of R&Dn expected impampa R&Dbesess erer

results on the economy and the cybersecurity sector (level 3);rsecurity sectoto 3)

 The National Academy of Sciences of Ukraine should developof Ukrainee eve

and approve a methodology for evaluating R&D projects thatuating RR j

are directly related to cybersecurity. The assessment should 

include a ranking of projects in terms of their importance, typee

(fundamental/applied), an area of focus, etc. In future, the resultsental/applied n

of this assessment can be used by state agencies to determine of this a e

expenditures for cybersecurity research and to seek additional e c

international assistance for their implementation (level 4);a

 The NCCC, together with the National Academy of Sciences of  The T

Ukraine, should determine (and, if necessary, create) an agencyaine, shouldain

(possibly in a form of a permanent multidisciplinary group) bly in a bly

that will monitor research activities in the fi eld of cybersecurity. monitmt
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are 

there plans to include 

them in a future version     

of the strategy?

1 Are there informal   

practices or measures that

are used to achieve the 

Goal in an uncoordinated

way?

1 Does Ukraine have an 

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan   

regarding the Goal tested  

to see if it is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaption of the action 

plan regarding the Goal in 

accordance with changes

in the environment?

1

b Are the excepted results,

guiding principles or key 

activities identifi ed in the

action plan regarding the

Goal?

1 Does Ukraine have the

action plan regarding the

Goal (or the National Plan

itself ) that clearly allocates

and manages resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure that   it 

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been

implemented to at least a

limited scope?

0

1 Is there an existing 

industrial policy or 

political will to encourage 

development of the 

cybersecurity industry?

1 Is the private sector

involved in development

of cyber security 

incentives?

1 Are economic, regulatory,

or other types of 

incentives implemented

to promote investment in 

cybersecurity?

1 Are there private enteties

who respond to incentives 

by investing in security

measures? For example,

investors specializing in

cybersecurity and non-

specialized investors.

1 Does the government

focus on cybersecurity

initiatives in accordance 

with the latest threat 

developments?

1

2 Are there specifi c

cybersecurity 

components/fi elds

to be developed? For

example, cryptography,

0 Is there support (e.g., 

tax incentives) for

cybersecurity startups

and small and mid-sized 

enterprises?

1 Does the government

encourage the private

sector to focus on the 

security of advanced

technologies? For

1

Goal 9 – to encourage private sector to invest in security measures
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 privacy, a new form of 

authentication, AI for 

cybersecurity, etc.

0 example, 5G, artifi cial

intelligence, internet

products,   quantum

computing, etc.

1

3 Are tax benefi ts or other

fi nancial incentives

provided to private sector

investors in cybersecurity

startups?

1

4 Does the government

facilitate access to

government procurement

for cybersecurity startups 

and small and mim-sized 

enterprises?

0

5 Does the government

have the budget to

stimulate the private 

sector?

0

Recommendations

 at the regulatory level, in particular through the law defi ningefi ningt

basic principles of information society development, the Budgetent, the Budgeoo

Code of Ukraine, etc., to defi ne the following: key types of economic,pes of economic,fe

regulatory or other types of incentives to promote investment ini

cybersecurity; support measures (e.g., tax benefi ts) for startups andures (e g tax b

small and mid-sized businesses (SMBs) engaged in cybersecurity; 

tax benefi ts or other fi nancial incentives for private sector investors 

supporting cybersecurity startups; possible government support 

measures for better access of startups and SMBs engaged in 

cybersecurity to the government procurement process; budgetarypropro rocprorem ggess;ss

incentives for the private sector to develop cybersecurity.cen o do dr to evelop cyberseccurity.

Incentive measures should also include a separate focus on theIncent arate focus ara  focus n the ludludould also inc e a n theon thesesep

cybersecurity of advanced technologies, such as 5G, artifi ciales, sues, sunced technolog alch aas 5G arttificial

intelligence, Internet products, quantum computing, etc. (level 4)ntumntum omomputinng, etc. (levvel 4)roducts, quaroducts, qua ;;

annually review the status of implementation andmenm no implementatioimplem ntatiomplempl aa

eff ectiveness of these incentives with off ers for their revision/h off ers for their revision/h off ers for their revision/ffers for theffers for thefofo

modernization. This review should be prepared with a directrepared with aprepare  with a

involvement of private sector representatives who either work hh

in the fi eld of cybersecurity or invest in such activities (level 5).
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

а Does the current 

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are

there plans to include 

them in a future version

of the strategy?

1 Are there informal

practices or measures that 

are used  to achieve the 

Goal in an uncoordinated 

way?

1 Does Ukraine have an 

offi  cially defi ned and 

documented action plan 

(regarding the Goal)?

1 Is the action plan 

regarding the Goal tested 

to see if it is eff ective?

1 Does Ukraine have 

implemented mechanisms 

to ensure dynamic 

adaption of the action 

plan regarding the Goal in 

accordance with changes 

in the environment?

1

b Are the excepted results, 

guiding principles or key 

activities identifi ed in the 

action plan regarding the 

Goal?

1 Does Ukraine have the 

action plan regarding    

the Goal (or the National 

Plan itself ) that clearly 

allocates and manages

resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure that   it 

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been 

implemented to at least a

limited scope?

0

1 Has research been 

conducted on security 

best practices in supply 

chain management used 

for procurement in various 

industry segments and/or 

the state sector?

1 Are cybersecurity

assessments conducted 

along the entire supply 

chain of ICT (Informational 

Communication 

Technology) services   and 

products in critical

1 Is a security certifi cation

scheme used for ICT-

based products and 

services? For example, 

such as the European 

Common Criteria 

Recognition Agreement 

(CCRA), national projects, 

industry projects, etc.

1 Is there an implemented 

process for updating 

cybersecurity assessments 

in the supply chain of ICT 

services and products in 

critical sectors (as defi ned 

in Appendix II of the NIS 

Directive (2016/1148))?

1 Are there so called 

detection probes in key 

elements of the supply 

chain to detect early signs 

of disruption? For example, 

security control at an 

Internet service provider 

level, security probes 

in key infrastructure 

components, etc.

1

Goal 10 – to enhance supply chain cybersecurity
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

1 sectors (as defi ned in 

Appendix II to the NIS

Directive (2016/1148))?

1

2 Are standards used in

the procurement policies 

of state administrative 

agencies to ensure that

suppliers of ICT products 

or services meet basic 

information security

requirements? For examp-

le, ISO/IEC 27001 and

27002, ISO/IEC 27036, etc.

11 Does the government

actively promote data

security and privacy by

creating best practices for 

the development of ICT 

products and services? 

For example, a secure

software development  

life cycle, a life cycle of 

Internet products.

1 Is there an implemented

process for identifying

cybersecurity weaknesses

in the supply chain of 

critical sectors (as defi ned

in Appendix II of the NIS 

Directive (2016/1148))?

1

3 Are centralized catalogs

with extensive information 

on available information 

security and privacy 

standards that are scalable 

for SMEs and used by them

developed and made 

available?

1 Are mechanisms

implemented to ensure 

that ICT products and 

services critical to basic 

service operators are 

cyber resilient (i.e., able 

to maintain availability

and security against cyber 

incidents)? For example,

through testing, regular 

assessments, detection of 

damaged elements, etc.

1
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INSTITUTE OF CYBER WARF

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

4 Is the government

involved in development

of the EU Guidelines

for the Certi cation of

Digital ICT Products,

Services and Processes?

0 Does the government

facilitate  development

of certi cation schemes

aimed at small and 

mid-sized businesses

to improve information

security and adopt privacy

standards?

0

5 Are small and mid-sized

businesses provided with

any encouragement to

adopt security and pri-

vacy standards?

0 Are there any developed

regulations that encour-

age large companies to

increase  the cybersecu-

rity of   small businesses 

in their supply chains? 

For example, an online

cybersecurity hotspot,

training and awareness

campaigns, etc.

0

6 Are software providers

encouraged to support

small and mid-sized busi-

nesses through more

s gurations by

customization in products

targeted at small organi-

zations?

0
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to provide for a separate section on supply chain cybersecurity eparaeparato provide for ato provide for a e section one section on

in the updated Cybersecurity Strategy of Ukraine with relevantd Cybd Cybersecurity Stratein the updatedinn the upddated

tasks in the Action Plan for the Strategy implementation;ks in the Acks in thee A an fan for for n Ptata onon

The NCCC should initiate an expert study on the best security e best security ate an experate an experdC should ind inThe NCCThe NCCCN

practices in a field of supply chain management used in ment used inof i fiefie pupcpractic

procurement in various industry segments and/or in the statethe statehe staterioininocuocu s in

sector of leading countries;g coor o nntr

The NCCC should initiate an expert research on supply chainrt research onon y chain 

cybersecurity assessment in accordance with a list of criticalnce with  crit

infrastructure sectors defi ned by the Law of Ukraine «On CriticalLaw of Ukk On

Infrastructure» and the Resolution of the Cabinet of Ministers of he Cabinn nisters of 

Ukraine No. 1109 of October 9, 2020. Based on the results of theased on  ults of th

research, together with cybersecurity entities, assess cybersecurity es, assese ersecurity 

in the supply chain of ICT services and products in critical sectors;ducts in n a

it is advisable to consider the need to introduce a system of o introduce a e a 

reporting by critical infrastructure facilities (at least 1-2 categories)(at least 1-2 categoriategore

to a designated state agency on key elements of the supply supplyo

chain regarding which the critical infrastructure facilities monitormonitorr

possible violations and what measures are taken to preventken to preventmh

attacks through such elements. For example, make it as a part of e itFor examplen

the Сritical Infrastructure Facilities passport;cilities passpo

The State Service of Special Communications and Information 

Protection of Ukraine, together with other authorized agencies, 

to develop and publish guidelines for documenting supply 

chains of organizations, main methods of their protection 

(security) andtesting. These guidelines should be segmented by

targetaudiences: small and mid-sized businesses, CI operators,n

and state agencies;i

 to establish mandatory requirements for assessing a state of  to es a y

cybersecurity for organizations that provide services to Criticala a

Infrastructure Facilities of categories 1-2;In e

 The NCCC, together with the State Special Communications The NCCC, toTh

Service and Information Protection of Ukraine, should initiate ace and Infoce

research on a possibility of Ukraine's accession to the Europeanh on a ph 

Framework for Certifi cation of Digital Products, services andork fooF

processes of Information and Communications Technology, and,s of Inforsp

if possible, start a dialogue with the EU authorized agencies one, start aef

jengaging in this process;ng in this pnge

 together with representatives of large business companies, gether with rge ge ge sineess compaanies,f laof l

work on the issue of establishing additional incentives (orork on the issueork adad tional incenthinhin s 

restrictive measures) for small suppliers («SMBs») to ensurerestrictive measure supsup MBMBBers nsualal ) ») to e

their compliance with cybersecurity requirements. Evaluate thecybersecurcybersecu quiremequiremere tsts. Evalua

possibility of providing additional incentives for large businesspossib or large bor large bncenceal i nti sinessssinessveve

organizations to introduce increased cybersecurity requirementsersecersec it i tddiuce increased cy ecurityy require ents

for their suppliers;

 together with software providers that are actively used byre acare achahaers y used byy us d bt art ar ctivelyac ively

small and mid-sized businesses, consider a possibility of creating ilityiilityder a possibility of creatingder a possib lity of cr atinga possibility oa possib lity ossibssib

additional special support programs for such entities to strengthench entities to strench entiti  to strenentitiesentities

their cybersecurity.

Recommendations
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are

there plans to include 

them in a future version of 

the strategy?

1 Are there informal   

practices or measures     

that are used to 

achieve   the Goal in an 

uncoordinated way?

1 Does Ukraine have an 

offi  cially defi ned and 

documented action plan 

(regarding the Goal)?

1 Is the action plan in     

regard the Goal tested to 

see if it is eff ective?

1 Does Ukraine have 

implemented mechanisms 

to ensure dynamic 

adaptation of the action 

plan regarding the Goal in 

accordance with changes 

in the environment?

1

b Are the expected results, 

guiding principles or key 

activities identifi ed in the 

action  plan regarding the 

Goal?

1 Does Ukraine have  the 

action plan regarding the 

Goal (or the National Plan

itself ) that clearly allocates 

and manages resources?

1 Is the action plan 

regarding the Goal   

reviewed to ensure that it

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been 

implemented to at least a

limited scope?

0

1 Is there a general 

understanding that CII 

operators contribute to 

national security?

1 Do you have a 

methodology for 

determining core 

services?

1 Has the NIS Directive 

(2016/1148) been 

implemented?

1 Is there a procedure for 

updating a risk register?

1 Are threat environment 

reports created and 

updated?

1

Goal 11 – protection of critical informational infrastructure (CII), 

basic service operators and digital service providers
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Is there a methodology     

for identifying CII?

1 Has the EU Directive 

(2008/114) on the 

identifi cation and 

designation of European 

critical infrastructures

and an assessment of 

the need to improve 

their protection been

implemented?

1 Are there other

implemented

mechanisms to measure

whether technical and 

organizational measures

implemented by basic 

service operators are

adequate to manage

a risk facing network 

and information system 

security? For example, 

regular cybersecurity

audits, national guidelines

for implementing

standardized measures,

technical tools provided

by the government,

such as detection probes

or system-specifi c

confi guration analysis, etc..

1 Depending on the latest

developments in the 

threat environment, is 

there a possibility to

include a new sector in 

the national CII protection 

action plan?

1

3 Is there a methodology  

for determining basic

service operators?

1 Is there a national register

of basic service operators

in each of the critical 

sectors?

1 Is a list of designated 

basic service operators

analyzed and updated    

at least once every two

years?

1 Depending on the latest

events in the threat

environment, is there a 

possibility to add new 

requirements to the CII

protection action plan?

1

4 Is there a methodology for

identifying digital service

providers?

1 Is there a national register

of designated digital

service providers?

1 Are there implemented

mechanisms to measure

whether technical and 

organizational measures

implemented by digital 

service providers are 

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

4 adequate to manage 

a risk facing network 

and information system

security? For example,

regular cybersecurity 

audits, national guidelines 

for implementing 

standardized measures, 

technical tools provided 

by the government, 

such as detection probes 

or system-specifi c

confi guration analysis, etc.

1

5 Are there one or more 

national agencies 

responsible for monitor-

ing  protection of critical

information infrastructure 

and security of networks

and information systems? 

For example, as required 

by the NIS Directive 

(2016/1148).

1 Is there a national risk 

register for identifi ed or 

recognized risks?

1 Is a list of designated

digital service providers 

analyzed and updated at

least once in every two 

years?

1

6 Are sectoral protection 

plans being developed? 

For example, basic 

cybersecurity measures 

(mandatory or advisory).

0 Is there a methodology   

for mapping CII 

interdependencies?

1 Is the security certifi cation 

scheme (national 

or international)

used to assist basic 

service  operators 

and digital   service 

providers to identify 

secure Infornational 

Communications 

Technology products?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

7 Are risk management 

practices implemented   

to identify, quantify, and

manage CII-related risks  

at the national level?

1 Is the security certifi cation 

scheme or qualifi cation 

procedure used to 

evaluate service providers 

that work with basic 

service operators? For

example, service providers

in the fi elds of incident 

detection, incident 

response, cybersecurity 

auditing, cloud services,

computerized maps, etc..

1

8 Does Ukraine participate  

in a consultation process 

to identify cross-border 

interdependencies?

1 Are mechanisms

implemented to measure 

a level of compliance of 

basic service operators 

and digital service

providers with respect     

to basic cybersecurity 

measures?

0

9 Is there a single 

coordinator responsible 

for coordinating issues 

related to the security of 

network and information

systems at the national 

level and within the 

framework of cross-border

cooperation?

1 Are there implemented 

regulations to 

ensure continuity of 

services provided by 

critical information

infrastructures? 

For example, crisis 

anticipation, procedures   

for restoring critical

information systems,

business continuity  

0
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

9 without IT, procedures       

for backing up and    

moving data offl  ine, etc.

0

10 Are basic cybersecurity 

measures (mandatory

or advisory) defi ned for 

digital service providers

and all sectors defi ned 

in Appendix II of the NIS 

Directive (2016/1148)?

1

11 Are tools or 

methodologies      

provided to detect       

cyber incidents?

0

 to create the National Risk Register and approve the procedure approveve pr

for its constant updating;

 The State Service of Special Communications and Information cations and Informformo

Protection of Ukraine should develop a methodology and, on its, on itsv

basis, conduct a periodic study to map CII interdependencies. On es. Onod

the basis of this research to start a dialogue with the Europeanh the Europeanrt

partners to study similar cross-border interdependencies;dencorder interdeps

 to organize an annual consolidated public report on the threatsolidated pub

environment (preferably based on the ENISA methodology);

 The NCCC and The State Service of Special Communications and 

Information Protection of Ukraine to start a dialogue with ENISA 

(as the developer of the methodology for assessing the level of 

national capabilities) on modernizing the methodology in terms al capabilitialn mm ogyogyg tg t

of implementing provisions of the NIS Directive and replacingmplementing pmp S DS D cct rephe he cc

these tasks with implementation of Directives 2555/2557;these tasks with impthe DiDi 5555tives 255 /25on on 557;

 to consider feasibility of introduction of a certification ility of intility of in ction ofction ofdu aaa certific

procedure for those service providers who work directly withproced ork direcorkk direcersersvid wh withyy withhoho

Critical Infrastructure Facilities (in particular, cybersecurity serviceti ar, cyar, cyb itb iili i (iacilities (in particu yberssecurity seervice

providers);

 to introduce mandatory requirements for all Criticalts fnts fememqui  Criticall C iticalentent or af r a

Infrastructure Facilities to have Business Contingency Plans.nginginess Contingency lans.ess Contingeness Contingeontont

The State Service of Special Communications and Information ormations a d Informns andns annd

Protection of Ukraine, together with other key entities, shouldkey entitiekey eentitie

develop standard plans and a methodology for their application.

Recommendations



48

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity 

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are 

there plans to include 

them in a future version of 

the strategy?

1 Are there informal

practices or measures that

are used to achieve the

Goal in an uncoordinated

way?

1 Does Ukraine have an

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan in     

regard the Goal tested to

see if it is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes  

in the environment?

1

b Are the expected results,

guiding principles or     

key activities identifi ed in

the action  plan regarding 

the Goal?

1 Does Ukraine have the 

action plan regarding    

the Goal (or the National 

Plan itself ) that clearly

allocates and manages 

resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure that   it 

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal

been implemented to at        

least a limited scope?

0

1 Has research been 

conducted to determine a 

state of law enforcement 

agencies' capabilities 

(legal framework, 

resources, skills, etc.) 

to eff ectively combat

cybercrime?

1 Is the national legislative

framework fully compliant

with the relevant EU 

legislative framework, 

including Directive 

2013/40/EU on attacks on 

information systems? For 

example, illegal access

to   information systems,   

illegal interference 

1 Are there any units 

responsible for countering

cybercrime in the

prosecutor's offi  ce?

1 Are statistics collected

in accordance with

provisions of the Article

14(1) of the Directive 

2013/40/EU (Directive on

attacks on information

systems)?

1 Is there inter-agency 

training or exercises for

law enforcement agencies, 

judges, prosecutors and 

the national/state CSIRT 

teams at the national 

level and/or multilateral

level?

1

Goal 12 – to counteract cybercrime
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

1 with   the system, illegal 

interference with data, 

illegal interception, tools 

used to commit off enses, 

etc.

1

2 Has research been 

conducted to identify 

requirements for

prosecutors and judges

(legal framework, 

resources, skills, etc.) 

to eff ectively counter 

cybercrime?

1 Is there any legislative 

regulation regarding 

online identity theft and 

personal data theft?

1 Is there a special budget 

allocated to cybercrime

units?

1 Are specifi c statistics 

collected on cybercrime? 

For example, operational 

statistics, statistics on 

cybercrime trends, 

statistics on cybercrime

income and losses, etc.

1 Does Ukraine participate 

in coordinated actions at 

an international level to

disrupt criminal activities? 

For example, infi ltration 

of criminal hacker forums,

organized groups of 

cybercriminals, dark 

websites and elimination 

of botnets, etc.

1

3 Has Ukraine signed the 

Budapest Convention      

on Cybercrime of the

Council of Europe?

1 Are there any legislative 

regulations regarding 

intellectual property and 

copyright infringement  

on the Internet?

1 Has a central agency/

organization  been

established to coordinate 

cybercrime activities?

1 Is an appropriateness        

of training for law 

enforcement agencies, 

justice, and the national

CSIRT team personnel       

on cybercrime issues

assessed?

1 Is there a clear assignment

of responsibilities among 

the CSIRT team, law 

enforcement agencies   

and justice (prosecutors 

and judges) when 

they work together to

counteract cybercrime?

1

4 Are there any legislative 

regulations regarding 

online harassment or 

cyberbullying?

1 Are cooperation mecha-

nisms established among  

relevant national institu-

tions involved in a counter-

action against cybercrime, 

including law enforcement

agencies, national CSIRT 

teams?

1 Are regular assessments 

conducted to ensure that 

the country has suffi  cient 

resources (human, budget-

ary and instrumental) allo-

cated      to cybercrime units 

within the law enforcement 

system?

1 Is the regulatory frame-

work conducive to coop-

eration among     CSIRT 

teams/law enforcement 

agencies   and judiciary 

(prosecutors and judges)?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

5 Is there any legislative

regulation to counteract

computer fraud? For

example, compliance with

the Council of Europe's 

Budapest Convention on 

Cybercrime.

1 Is there any cooperation

and exchange of 

information with the EU

member countries in 

the fi eld of countering 

cybercrime?

1 Are regular assessments

carried out to ensure 

that the country has 

suffi  cient resources 

(human, budgetary and 

instrumental) allocated to 

cybercrime units within

the prosecutor’s offi  ce?

1 Does Ukraine participate

in a creation and 

maintenance of 

standardized tools and 

methodologies, forms and 

procedures that can be

shared with international

partners (law enforcement 

agencies, CSIRT, ENISA, 

Europol EC3 teams, etc.)?

1

6 Are there any legislative

regulations to protect

children online? For 

example, compliance 

with the Directive

2011/93/EU and the 

Council of Europe's

Budapest Convention     

on Cybercrime.

1 Does Ukraine cooperate 

and exchange information

with the EU agencies (e.g. 

Europol EC3, Eurojust,

ENISA) in the fi eld of 

countering cybercrime?

1 Are there any units, 

specialized courts or 

judges that deal with 

cybercrime cases?

1 Are there any progressive

mechanisms to deter 

people from engaging      

in or participating in 

cybercrime?

0

7 Has an operational

national coordinator been

identifi ed to exchange 

information and respond

to urgent information

requests from the EU

Member Countries

regarding off enses under

the Directive 2013/40/EU 

(Directive on attacks on

information systems)?

1 Are there appropriate tools

to counteract cybercrime?

For example, taxonomy

and classifi cation of 

cybercrime, tools for

collecting electronic

evidence, computer

forensics tools, reliable

exchange platforms, etc.

1 Are there any regulations

on providing support 

and assistance to victims 

of cybercrime (general

users, small and mid-

sized businesses, large 

companies)?

1 Does Ukraine use the      

EU Law Enforcement 

Emergency Response 

Concept and/or Protocol

(EU LE ERP) to eff ectively

respond to large-scale

cyber incidents?

0
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

8 Is there a special  

cybercrime unit within the

national law enforcement

agency?

1 Are there standard

operating procedures 

for processing electronic

evidence?

1 Are interagency

frameworks and

cooperation mechanisms

established among 

all relevant parties

(e.g., law enforcement

agencies, the national  

CSIRT team, justice, 

community), including

the private sector (e.g., 

basic service operators,

service providers), where 

appropriate, to respond      

to cyber attacks?

1

9 Has a 24-hour coordinator 

been appointed in 

accordance with             

the Article 35 of the 

Budapest Convention?

1 Does Ukraine participate

in professional 

development 

opportunities off ered 

and/or supported by the

EU agencies (e.g. Europol, 

Eurojust, European       

Anti-Fraud Offi  ce, Cepol

European Police College,

ENISA)?

0 Does the Ukrainian

regulatory framework 

facilitate cooperation

between the CSIRT teams

and law enforcement 

agencies?

1

10 Has an operational,

24-hour national 

coordinator been

appointed for the EU Law

Enforcement Emergency 

Response Protocol             

(EU LE ERP) to respond to 

large-scale cyber-attacks?

1 Does Ukraine plan

to   adopt the 2nd

Additional Protocol to the

Budapest Convention on 

Cybercrime of the Council

of Europe?

0 Are there mechanisms 

(e.g., tools, procedures)

implemented to facilitate

information sharing and 

cooperation among

the CSIRT teams/law 

enforcement agencies    

and possibly the justice

1



52

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

10 (prosecutors and judges)   

in the counteraction

against cybercrime?

1

11 Is there regular  
specialized training         
for interested parties 
involved in countering
cybercrime (law 
enforcement agencies, 
justice, and the CSIRT 
team)? For example, but 
not limited to, training on 
registering/prosecuting 
cybercrime, training on 
collecting electronic 
evidence and ensuring
integrity throughout the 
digital chain of custody   
and computer forensics.

1

12 Has Ukraine ratifi ed/
joined the Budapest 
Convention on 
Cybercrime of the Council 
of Europe?

1

13 Has Ukraine signed and
ratifi ed the Additional 
Protocol (criminalization 
of acts of a racist and
xenophobic nature 
committed through 
computer systems) to the 
Budapest Convention on 
Cybercrime of the Council 
of Europe?

0
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 to consider establishing specialized courts (or additionallyblishablishto consider esto conssider es i ling speciali

trained judges) to deal with cybercrime cases (level 4);) to d) to dj g yeal with cybercrieal with cybercritrained judges)trrained juddges)

 to conduct regular information campaigns to prevent g

involvement of citizens in cybercrime activities.

Recommendations

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

а Does the current 

National Cybersecurity

Strategy include a task 

of  developing National 

Cybersecurity Incident 

Response Plans or are   

there plans to include   

them in a future version     

of the strategy?

1 Are there informal   

practices or measures that

are used to achieve the 

Goal in an uncoordinated

way?

1 Does Ukraine have an 

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan in     

regard the Goal tested to 

see if it is eff ective?

1 Does Ukraine have

implemented 

mechanisms to ensure

dynamic adaptation of 

the action plan regarding 

the Goal      in accordance 

with   changes in the 

environment?

1

b Are the expected results,

guiding principles or     

key activities identifi ed    

in the action  plan 

regarding the Goal?

1 Does Ukraine have the 

action plan regarding    

the Goal (or the National 

Plan itself ) that clearly

allocates and manages 

resources?

1 Is the action plan 

regarding the

Goal reviewed to

ensure       that it is 

properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal     

been implemented to     

at least a limited scope?

0

Goal 13 – to establish incident report mechanisms
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

1 Are there any informal 

mechanisms for exchang-

ing information on 

cybersecurity incidents 

between private organiza-

tions and state agencies?

1 Is there an incident 

reporting scheme for      all

sectors in accordance with 

Appendix II of the NIS

Directive?

1 Is there a mandatory inci-

dent reporting scheme 

that functions    in actual 

practice?

1 Is there a harmonized 

procedure for industry-

specifi c incident reporting

schemes?

1 Is an annual incident

report issued?

1

2 Have notifi cation

requirements for

telecommunication

service providers

been implemented

in accordance with

the Article 40 of the 

Directive (EU 2018/1972)? 

The Directive requires

countries to ensure

that providers of public

electronic data networks   

or public electronic 

communications services

notify the competent

authority without undue

delay of a security

incident that has a 

signifi cant  impact on 

the operation    of the

networks or services.

1 Is there a coordination/

cooperation mechanism

for incident reporting

obligations in terms of 

the GDPR, NIS Directive,

Article 40 (former Article

13a) and eIDAS? 

1 Is there an incident

reporting scheme for

sectors other than those 

covered by the NIS 

Directive?

1 Are there any 

cybersecurity 

environment reports

or other types of 

analysis prepared by an  

organization that receives

incident reports?

1

3 Are there notifi cation

requirements for trust 

service providers under 

the Article (19) of the 

eIDAS Regulation

1 Are there any tools to

ensure confi dentiality and 

integrity of information

transmitted through 

various reporting

1 Is the eff ectiveness

of incident reporting 

procedures measured? 

For example, the

percentage of incidents

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

3 (Regulation (EU) No 

910/2014)? The Article

(19), among other 

requirements, requires 

trust service providers

to report signifi cant 

incidents/breaches to

the supervisory authority.

1  channels  at the national 

level?

1 reported through the 

appropriate channels,

time of reporting an 

incedent report, etc.

1

4 Have notifi cation 

requirements for digital 

service providers

been implemented in

accordance with the 

Article (16) of the NIS 

Directive? The Article (16)

requires digital service 

providers to notify a

competent authority

or the national CSIRT 

team without undue 

delay of any incident

that signifi cantly aff ects 

provision of the service as 

defi ned by Appendix III.

1 Is there a platform/tool  

to simplify the reporting 

process?

0 Is there a general 

systematization at 

the national level 

for classifying and 

categorizing incidents?

0

 to introduce an obligation for telecommunication serviceon for telec

providers to notify a competent agency of a cybersecurity incident 

that had a signifi cant impact on the functioning of their (the 

provider's) networks or services (level 2);

 to establish an interagency coordination mechanism for 

mandatory incident reports (including incidents related to 

personal data security, electronic identifi cation problems, etc.) toon ion caficaid , etc.) tos, eetc.) torobleproobl

be submitted to the authorized agencies (level 3);3);esesncie (l(level evel 

 to develop a methodology for assessing eff ectiveness of cyberof cybering eff ecti eness of cybereff ectiveneff ecti entct

incident reporting, including measuring formal indicators: reportings: remal indi tors: re

time, use of reporting channels, etc.

Recommendations
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are

there plans to include 

them in a future version of 

the strategy?

1 Are there informal   

practices or measures      

that are used to 

achieve   the Goal in an 

uncoordinated way?

1 Does Ukraine have an 

offi  cially defi ned and 

documented action plan 

(regarding the Goal)?

1 Is the action plan   

regarding the Goal tested  

to see if it is eff ective?

1 Does Ukraine have 

implemented 

mechanisms to ensure

dynamic  adaption of the 

action    plan regarding 

the Goal      in accordance

with changes in the 

environment?

1

b Are the excepted results, 

guiding principles or     

key activities identifi ed

in the action plan 

regarding the Goal?

1 Does Ukraine have the 

action plan regarding

the Goal (or the National 

Plan itself ) that clearly 

allocates and manages 

resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure

that it is properly 

optimized and

 prioritized?

1

c Has the action plan 

regarding the Goal      

been implemented to

at least a limited scope?

0

1 Has research or analysis

been conducted 

to identify fi elds of 

improvement to better

protect citizens' privacy 

rights?

1 Is the national data 

protection agency

involved in

cybersecurity-related 

issues (e.g., drafting new 

laws and regulations on 

cybersecurity, defi ning 

minimum security

measures)?

1 Are best practices for data 

security and protection 

measures promoted 

specifi cally for the state

and/or private sector?

1 Are regular assessments 

carried out to ensure

that the country has 

suffi  cient resources 

(human, budgetary and 

instrumental) dedicated 

to the data protection 

agency?

1 Are there any 

implemented 

mechanisms to monitor 

the latest technological 

developments in order

to adapt relevant 

guidelines and legislative 

provisions/obligations?

1

Goal 14 – to strengthen data privacy protection
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Has the national legal 
framework been
developed to ensure the 
implementation of the 
General Data Protection
Regulation (EU Regulation 
2016/679)? For example,
supporting or introducing 
more specifi c provisions 
or limitations to the 
Regulation.

0 Are there any awareness-

raising and training

programs on this topic?

1 Are organizations and 

businesses encouraged

to get certifi ed for 

compliance with

ISO/IEC 27701:2019 on  

the Information Security

Management System for

Sensitive Data (ISMS)?

1 Does Ukraine actively 

participate in (or 

contribute to) R&D 

projects on privacy 

enhancing technologies 

(PETs)?

0

3 Are incident reporting 

procedures coordinated 

with provisions of 

personal data protection 

legislation?

1

4 Is development of 

technical standards for 

information security 

and privacy facilitated/ 

supported? Are they 

specifi cally designed

for SMEs?

0

5 Is practical guidance 

provided to support 

diff erent types of data 

controllers in meeting

their legal requirements

and obligations regarding 

privacy and data 

protection?

0
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to provide for a separate section on personal data security inr a seor a se

the updated Cybersecurity Strategy of Ukraine with relevant tasksthe updated Cthhe updat d C riri y Strategy oy Strategy oecuCybCyb

in the Action Plan for the implementation of the Strategy;r thor thhe he inn the Actioon Plan f

 to assess the existing legislative framework and prepareand preparng legislativess the exisexisto assesssass

appropriate amendments to it to ensure implementation of theentation of theentttopriate amendopriatte amend to app

General Data Protection Regulation (EU Regulation No. 2016/679). 2016/67016/67ecti Data Pr D ta PrGeneene n Re

(level 1);11

 to take necessary steps to ensure that cyber incident reportinghat cyber incidcid porting

procedures take into account the need to report incidentsneed to rere cide

involving loss of personal data in case of such incidents;of such inn

 To the Authorized Representative of Verkhovna Rada of UkraineVerkhovnn of Ukraine

for Human Rights to conduct an annual assessment of a situationassessmm  situatio

with personal data protection (in particular, regarding adequacy al data protec

of resources of state agencies for such activities) in the state sector;g c

 when updating legislation on development of data protection when g i

systems (including information security management systems), system nf m

provide for mandatory consideration of the main provisions andry o

requirements of ISO/IEC 27701:2019;req E

 The National Academy of Sciences of Ukraine, together withThe National The

other interested parties, should implement research programsinterestedin

aimed at developing PETs (privacy enhancing technologies), at deveat

including but not limited to end-to-end encryption, VPNs, etc..g but ng n

Recommendations

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity 

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are 

there plans to  include 

them in a future version

of the strategy?

1 Are there informal  

practices or measures     

that are used to

achieve   the Goal in an 

uncoordinated way?

1 Does Ukraine have an

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan in

regard the Goal tested

to see if it is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaptation of the action 

plan regarding the Goal in 

accordance with changes

in the environment?

1

Goal 15 – to establish public-private partnership (PPP)
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

b Are the expected results, 

guiding principles or key 

activities identifi ed in the 

action  plan regarding the 

Goal?

1 Does Ukraine have the 

action plan regarding

the Goal (or the National 

Plan itself ) that clearly 

allocates and manages

resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure

that it is properly

optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal 

been implemented to at 

least a limited scope?

0

1 Is it generally accepted at 

the country level that PPP 

contribute to improving

cybersecurity in the 

country through various 

means? For example,

joint actions based on 

common interests to 

grow the cybersecurity

industry, cooperation in 

creating an appropriate

regulatory framework for

cybersecurity, promoting 

R&D, etc.

1 Is there a national 

action plan for 

establishing the PPP?

1 Are there any specifi cAre there any specifi c

examples of public-private r

partnershiphip

at the national level?tion

1 Are there any

specifi c examples of

the cross-sector PPP?

1 Depending on the 

latest technological and 

regulatory developments, 

can you adapt or create

the PPP?

1

2 Is legal or contractual 

basis defi ned (specifi c 

laws, non-disclosure 

agreements, intellectual 

property) for covering

the PPP?

1 Are there any specifi c 

examples of the PPP that 

are specifi c to a particular 

industry?

1 Are there any examples

of focusing on 

interagency (G2G) and

business-to-business (B2B)

cooperation mechanisms 

within the existing PPP 

mechanisms?

1
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

3 Does the state fund 

specifi c elements

of the PPP?

1 Is there any assistance

for the creation of the

PPP among small and  

mid-sized enterprises?

1

4 Do state agencies 

generally lead the PPP 

process, i.e., is there 

a single state sector 

coordinator who manages 

and coordinates the PPP,

do state agencies agree 

in advance on what they 

want to achieve, are there 

clear guidelines from state

administrative agencies

on their needs and 

limitations for the private

sector, etc.

1 Are the results

of the PPP measured?

1

5 Is Ukraine (state agencies)

a member of international 

organizations that aim

to promote the 

PPP? For example,

the European Cyber 

Security Organization 

(ECSO) or other similar 

organizations.

0

6 Is there one or more

PPPs in Ukraine that work 

within the framework of 

the CSIRT team?

0
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

7 Is there one or more

PPPs in Ukraine working

on the protection of 

critical information 

infrastructure?

0

8 Is there one or more PPPs

in Ukraine working to

raise awareness and 

develop skills in 

cybersecurity?

0

 to develop and adopt the Law on public-private partnership blic-privava rt

in the fi eld of cybersecurity, as well as the National PPP Strategyhe National Pl P

for the practical implementation of the law's provisions. The lawaw's provisions. Tns. T

should also defi ne specifi c legal forms of the PPP in the fi eld of e fi eld of eld of

cybersecurity and logic of implementing such projects. (Level 2).evel 2)mm

The National Strategy should separately provide for a clear andfor a clear andpd

understandable process for engaging SMBs in the PPP activities;e PPP activities;ge

 to create (on the basis of the NCCC, the State Service of Special h

Communications and Information Protection of Ukraine orti P t

another key entity of the national cybersecurity system) commoner key entityera curcu em)berber

database of needs of state institutions for projects that can beabase of needs ab s fns f prpr at utiuti n n 

implemented in the PPP format. State agencies planning the PPP implemented in theimp te ate aaencies pl nnin PPP t. Sat. S ng the

activities should include funds for such projects in their budgets de funds for sde funds for s rojects iprojects ih p  their budhh

or receive confi rmation of a possibility to attract such funds fromrece toy tolity attract suuch fundss from

international technical assistance projects (level 3);interna el 3);el 3)ojrojassistance p cts lelev

 The national strategy should be reviewed periodically. Thisviewevieweh ld b ii di ll Thi

review should involve representatives of both the state and thevesves boboth th  state a d the representatirepresentati

private sector.

Recommendations
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current

National Cybersecurity

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are

there plans to include 

them in a future version

of the strategy?

1 Are there informal  

practices or measures that 

are used to achieve the 

Goal in an uncoordinated 

way?

1 Does Ukraine have an 

offi  cially defi ned and 

documented action plan 

(regarding the Goal)?

1 Is the action plan in regard 

the Goal   tested to see if it 

is eff ective?

1 Does Ukraine have 

implemented mechanisms 

to ensure dynamic 

adaptation of the action 

plan regarding the Goal in 

accordance with changes 

in the environment?

1

b Are the expected results, 

guiding principles or key 

activities identifi ed in the 

action  plan regarding

the Goal?

1 Does Ukraine have the 

action plan regarding the 

Goal (or the National Plan

itself ) that clearly allocates 

and manages resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure that

it is properly optimized 

and prioritized?

1

c Has the action plan 

regarding the Goa been 

implemented  to at least

a limited scope?

0

1 Are there informal

channels of cooperation

among state agencies?

1 Is there a national 

cooperation scheme 

focused on cybersecurity?

For example, advisory 

councils, coordination 

groups, forums,councils, 

cyber centers, or expert

groups.

1 Are state agencies 

involved in such 

cooperation schemes?

1 Are there channels of 

cooperation in a fi eld of 

cybersecurity provided/

created among at least 

the following state 

agencies: intelligence 

agencies, domestic law 

enforcement agencies, 

prosecutors, government 

entities, the national CSIRT 

team, and the military?

1 Are state agencies 

provided with 

summarized minimum

information on the latest 

developments in the 

threat environment and

situational awareness of 

cybersecurity?

1

Goal 16 – to institutionalize cooperation among state agencies
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Have cooperation 

platforms been created

to share information?

1 Are the progress and 

limitations of diff erent 

cooperation schemes 

measured?

1

3 Is a scope of the 

cooperation platform 

defi ned (e.g., tasks and 

responsibilities, number

of problematic fi elds)?

1

4 Are annual meetings

organized to establish 

cooperation?

1

5 Are there mechanisms 

for cooperation among 

relevant agencies at

the regional level? For

example, a network of 

security experts by region,

cybersecurity offi  cers in 

regional Chambers of 

Commerce, etc.

1

 while cooperation among cybersecurity experts at the national 

and capital levels is mostly established, at the regional level, vertical 

and horizontal connections are still insuffi  cient. It is important to 

create a format of permanent regional platforms for cybersecurity 

experts, where they could discuss specifi c regional cybersecurity issuesy issuesgional c b rsecurity issuesnal cybersecnal c b rsebb

and communicate with central government offi  cials in a consolidatednsoffi cials in a conso

manner.

Recommendations
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

a Does the current 

National Cybersecurity 

Strategy include a task 

of developing National 

Cybersecurity Incident

Response Plans or are 

there plans to include 

them in a future version  

of the strategy?

1 Are there informal  

practices or measures that

are used to achieve the

Goal in an uncoordinated

way?

1 Does Ukraine have an

offi  cially defi ned and

documented action plan 

(regarding the Goal)?

1 Is the action plan in

regard the Goal tested

to see if it is eff ective?

1 Does Ukraine have

implemented mechanisms 

to ensure dynamic

adaption of the action

plan regarding the Goal in 

accordance with changes

in the environment?

1

b Are the expected results,

guiding principles or key 

activities identifi ed in the

action  plan regarding the

Goal?

1 Does Ukraine have the 

action plan regarding the

Goal (or the National Plan

itself ) that clearly allocates 

and manages resources?

1 Is the action plan 

regarding the Goal

reviewed to ensure that it

is properly optimized and 

prioritized?

1

c Has the action plan 

regarding the Goal been

implemented to at least a 

limited scope?

0

1 Is there a strategy

for international

cooperation?

1 Does Ukraine have

cooperation agreements

with other countries

(bilateral, multilateral)

or partners in other 

countries? For example,

on information exchange, 

capacity building,

assistance, etc.

1 Is information shared

at a strategic level? For

example, regarding a

high-level of cybersecurity

policies, risk perception,

etc.

1 Are state cybersecurity

agencies involved in 

international cooperation

programs?

1 Are at least one or more

topics being discussed 

under multilateral 

agreements?

1

Goal 17 – to engage in international cooperation                                          

(not only with the EU member countries)
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Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

2 Are there any informal 

channels of cooperation

with other countries?

1 Is there a single 

coordinator who can 

act as a liaison to ensure 

cross-border cooperation

with member state

agencies (cooperation

group, CSIRT team 

network, etc.)?

1 Does Ukraine share 

information at the

tactical level? For 

example, information

about attackers, 

Information Sharing and 

Analysis Centers (ISACs),

tactics, methods and 

procedures, etc.

1 Is there a regular 

assessment of the

results of international 

cooperation projects?

1 Is one or more topics 

discussed under 

international treaties

or conventions?

1

3 Has the government 

expressed its intention

to participate in

international cooperation

in cybersecurity?

1 Are there any designated 

specialists involved in 

international cooperation?

1 Does Ukraine exchange 

information at the 

operational level? For

example, information on 

operational coordination,

current incidents, IOC 

controllers, etc.

1 Are there discussions 

or negotiations on one 

or more topics within 

international expert 

groups? For example, 

the Global Commission 

on Cyberspace Stability

(GCSC), the ENISA NIS 

Collaboration Group, 

the UN Group of 

Governmental Experts 

(GGE)).

1

4 Does Ukraine participate

in international 

cybersecurity trainings?

1

5 Does Ukraine participate 

in international capacity-

building projects? For 

example, trainings, skills 

development programs, 

drafting standard 

procedures, etc.

0



66

Level 1 R Level 2 R Level 3 R Level 4 R Level 5 R

6 Have mutual assistance

agreements been signed

with other countries? For

example, law enforcementnt

agencies, judicial, judi

proceedings, combiningproceedings, comb

incident responsedent response

capabilities, sharingcapabilities, sharingapabilities, sharing 

cybersecurity assets, etc.cybersecurity assets, etc.cybersecurity assets, etc.

0

7 Are international treatiesAre international trea

or conventions in the fi eld

of cybersecurity signedsecurity signe

or ratifi ed? For example,d? For examp

the International Codenational Code

of Conduct regarding 

Information Security,o at o Secu ty,

the Convention on 

Cybercrime.

0

According to a high level of indicators, there are no recommendations regarding the Goal 17 “engage in international cooperation (notno recommendations regardc l cooperatiol ionn (notttengage in rna nal co peratio  (not

only with EU member states)”.


